PSBEACE A A RMEIE 1102 F/E L2 M5
NYCU Computer System Administration 110A Midterm Exam
Date/Time: 2021/11/04 PM 06:40 ~ 08:40 (2 hours)
Open Book, No Electronic Equipment
Assume the operating system is FreeBSD 13.0-Release
English follows Chinese in every question. Both Chinese and English answers are acceptable.

Part A: Multiple Choice (2% each, total 12%, 6 questions)

1. FI—EREEMAAREEESESBE?

Which environment variable can be used to specify the folders to search when executing commands?
(A) HOME (B) SEARCH (C) SHELL (D) PATH

2. EAIRE —1{B FreeBSD R LD RENBBERE RS MME  REER{TEIET R ?

To check the security issues of installed software, which command is the best one?
(A) pkg info (B) pkg check (C) pkg audit (D) pkg version

3. BRE—BHESEBE L /bin/sh T T FHMRTHESNT. HEAMNRTRITT
echo 'Result: Svar' BIENITHER BT ?
Assume we have 3 files in the current directory. The output after executing 2 commands in /bin/sh is
below. What is the output after executing echo 'Result: Svar' ?

$ /bin/ls
123
$ var=$(/bin/1ls)

A) Result: Svar ~ (B) Result: 123 (C) Result: 5123 (D) Result:

4. 7&K LERE, ¥5F9 echo "Result: Svar" BIITHER BT ?

Continued from the above question, what about the output of echo "Result: Svar" ?

(A) Result: Svar (B) Result: 123 (C)Result: $123 (D) Result:

5. T5E—EIEEHR T Asingle user mode 2 & T i AR IGRIERE ?

Which file specifies whether we need to enter the root password when using single user mode?

(A) /boot/mbr  (B) /boot/loader.conf (C) /etc/login.conf (D) /etc/ttys
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6.\, T HIMPLE F2 2 FE S48 T setuid il =

Which program should not have “setuid” permission?

(A) /usr/bin/chsh (B) /usr/bin/chfn (C) /usr/bin/passwd (D) /usr/bin/su
Part B. Short Answer (total 88%, 18 questions)

1. (total 4%) Script permission.
a. (2%) FRMEIAN TEATR, 30172584 getPoweredUp.sh B9 shell script 2 E® £ 4 Permission

denied ?

According to the following shell output, please describe why we got “Permission denied” when trying
to execute the shell script “getPoweredUp.sh”?

$ s -1 getPoweredUp.sh

-rwX--x--- 1'wangth wusers 0 Nov 5 20:07 getPoweredUp.sh
$ ./getPoweredUp.sh

./getPoweredUp.sh: Permission denied

$ id

uld=1001(lctseng) gid=1000(users)

b. (2%) & L7E, AN{eIAZiR Permission denied RRE, 5 {# & Al IE % 8147 &% script ?
Continued from above question. How to resolve the “Permission denied” issue so that user “Ictseng”
can execute the “getPoweredUp.sh” script correctly?

2. (2%) LA HY shell script AL B AREE S x By B9K/D, REAMTRESHE ? ISR AESEES
R (BNIEFERLE MBS B2 E ) |, Rk ? )
Someone wrote the following script to compare two numeric variables “x” and “y”. What is the output of
the following script? If we want to obtain the correct result (that is, compare “x” and “y” according to their
numeric value), what should we do?

#!/bin/sh

Xx=5

y=13 L%

if [ $x \< $y ]; then
echo "$x < $y"

else

echo "$x >= $y"

fi
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3. (4%) MBS FreeBSD Fffi L B RitayERI2E THIMIEA R : pkg delete BATEELERES ports B #% T make
deinstall, = ERYE B 2% E 21T pke delete -y -f #5455, THUET dependency FERR, EfE & &
dependency RESEAYS ER AT HE S 55 4 (+ EERSRE, MAEME (L R IER TEFZERM?
To remove installed software from FreeBSD, we can use either “pkg delete” or “make deinstal
directory in the ports tree. The major difference between them is that the latter is to directly issue the
"pkg delete -y -f* command and skip the dependency checking step. What is the potential issue of skipping
the dependency check step, and what is the (rare) case we need to do so?

inits

I”

4. (2%) £ Bourne Shell (/bin/sh) B4 shell scripth, B& SR T EES S, HEHEEEEEA export
51 local &80, AR E1E6 B (var=value) E1{# F export #0 local {&£ffiz3] (export var=value Elocal
var=value) BZ Al ,

When writing scripts in Bourne Shell (/bin/sh), besides simple variable declaration “var=value”, we
sometimes use prefixes like “export” and “local”. Please describe the difference between “var=value”,
“export var=value” and “local var=value”.

5. (total 6%) The man pages
a. (2%) man crontab B§& & | SEE ALSO crontab(5), B8 F s It RMER AT ?

From the output of “man crontab”, we can find “SEE ALSO crontab(5)”. What does number “5” mean?

b. (2%) 7&K LR8, 2N{AI & crontab(s) KER 2

Continued from above question. How to open the man page of “crontab(5)”?

c. (2%) THIA Is EHH manual BBIBAZE, AHR7[]7R”---" AR BEBE?

Part of the manual of command “Is” is below. What are the meanings of “[ ]” and “...

”

1s [--libxo] [-ABCFGHILPRSTUWZabcdfghiklmnopgrstuwxyl,] [-D format] [file ...]

1 6. " (total 6%) 7E FreeBSD L ZREEBRAS AT LU{#E FH Ports System 5% Pkg, A [EZ T 5IRRE.
“~~In FreeBSD, we can install applications using "Ports System" or "Pkg". Please answer the following
questions.

a. (3%) REIMEEEZMERNZHE?

What are the major differences between the two tools?

b. (3%) E5ERAIH AN B & 5 A Ports System, T4 EEAH B & {5 A Pkg IE 2

Please list some scenarios that the Ports System is preferred? What about Pkg?

Computer System Administration 110A Midterm Exam Page 3 of 7

—




7. (10%) crontab
an (4%) FEERBA T 5 AT cron job & 1E ) By SATT HE R
Please indicate when these two commands will be executed.

15 * * /home/wangth/remind.sh

8 1-
5 * * 0,6 /usr/bin/tar czvf /backup/haha /bin/date +\%Y\%m\%d .tar.gz /etc

0
0

! v'b. (4%) 7 £ 38, &3 crontab -e B crontab <filename> KX E cron table RUVEEAE Bl ? AHE?
~ You can create cron entries by using “crontab -e” or “crontab <filename>". Which one is the better way
to configure cron entries? Why?

c. (2%) Z& LRE, 5FaR B A0 O O % SE M 6 BT IR A A0 25

Please explain how to change the default crontab editor.

8. (6%) BIRBIIE —{B process {5 90% LI LA cPU ER, BHEE FHI=FEmES -
When there is a process that occupies more than 90% CPU in the system, we usually take one of the

following 3 actions to resolve this issue:

1) {# FAnice B renice & H S EE i processhiniceness #4{E
Use the “kill” command to send a SIGTERM signal to that process.

2) {# Fkill{E 551X SIGTERM signalffii%process
Use the “kill” command to send a SIGKILL signal to that process.

3) {35 FAkill{E 5 1% SIGKILL signalffE%process
Use the “kill” command to send a SIGKILL signal to that process.

a. (4%) IREKEBUMEIRR RERA Lk =14 2 SLURSRES, AMBAHE

What is the reasonable order when taking the above three actions? Why?

b. (2%) E5:R B SIGKILL 5l SIGTERM M f§ signal 1) 7 % A 4a] ?
Please describe the difference between SIGKILL and SIGTERM.

9. (4%, 2% each) B % R AR5 AN S 7EBAHE 65 B BhEAAT . SIS 7E FreeBSD BY init £2 Linux BY Systemd 14
#lch, 9 5IE 7E DL Hh 75 B 25 RUE) RS PR 7R MO AR R ML BRIE 5 .
Many background services are launched during the system booting up. Please describe where these
services define their dependencies and launch commands. You need to answer both “init style” in FreeBSD
and “Systemd style” in Linux.
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10. (2%) B9 B REE LT MME link fE DTERIATEE fileA 1RSSR, MIBRZ %, 2 BIRHEE fileB FTERRIF
% (§F1kinode il data blockh i B 2k 53 Bl AR FES S ERMIBR) .
We have two link creation commands below. What happens to the target file “fileB” after the source file
“fileA” is modified or deleted? Please describe the outcome for these commands for modification and
deletion respectively. You should answer this question from the aspect of inode and data blocks.

$ In fileA fileB
$ ln -s fileA fileB

1 (total 4%) Script permission.
Na. (2%) SR TR, $TRIEA getPoweredUp.sh B shell script &+ E® £ 4 Permission

denied ?
¥ According to the following shell output, please describe why we got “Permission denied” when trying
3 to execute the shell script “getPoweredUp.sh”?

$ ls -1 getPoweredUp.sh

-rwx--x--- 1 wangth users O Nov 5 20:07 getPoweredUp.sh
$ ./getPoweredUp.sh

./getPoweredUp.sh: Permission denied

$ id

uid=1001(lctseng) gid=1000(users)

a. (2%) 7k _ERE, Wn{alfiZiRPermission denied SR8, %16 B33 B] 1IE % $14T Fscript ?
Continued from above question. How to resolve the “Permission denied” issue so that user “Ictseng”
can execute the “getPoweredUp.sh” script correctly?

12. (total 8%) [BEE R FH THLEREX, BB KM A AIIT,

Assume we have the following four programs/scripts in the system. All directories are readable and

executable.

lrwxr-xr-x 1 root wheel 6 Oct 23 2020 /usr/bin/chfn -> chpass °
-r-sr-xr-x 1 root wheel 23928 Oct 23 2020 /usr/bin/chpass 3
-rwxr-xr-- 1 lctseng user 1037 Nov 10 08:53 /home/lctseng/game.exe
-rwxr-sr-x 1 wangth staff 1037 Nov 9 06:33 /home/wangth/run.sh
FEREAANT:

User accounts are below:

$ id root

uid=0(root) gid=0(wheel) groups=0(wheel),5(operator)

$ id wangth

uid=1002(wangth) gid=1199(alumni) groups=1199(alumni),®(wheel)
$ id lctseng
uid=1001(1lctseng) gid=1000(user) groups=1000(user)
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[13.

a. (2%) RS FE wangth 2B AT /usr/bin/chfn ? 318 AT LA, &% process B9 UID. GID. EUID,
EGID% All & 1o] 2
Is it possible for the user “wangth” to execute “/usr/bin/chsh”? If it is possible, what are the UID, GID,
EUID and EGID of that process?

b. (2%) FBERIE#EAFE wangth 2B AI#4T /home/Ictseng/game.exe ? I1R AT LA, &% process B UID,
GID. EUID, EGID & A 15 ?
Is it possible for the user “wangth” to execute “/home/Ictseng/game.exe”? If it is possible, what are
the UID, GID, EUID and EGID of that process?

c. (2%) FBREIEFERE Ictseng 2B AI$A1T /home/wangth/run.sh ? AR FTLL, ¥ process B UID. GID,
EUID. EGID &A1 ?
Is it possible for the user “Ictseng” to execute “/home/wangth/run.sh”? If it is possible, what are the
UID, GID, EUID and EGID of that process?

d. (2%) 5[ £ file access mode 84 r-s By s EZ AR ? B EEEMEIE?

What is the meaning of “s” in the file access mode “r-s”? What are the potential security issues?

(total 6%, 3% each) B R EHRENESBHERRIFT — K (dirty) BIBHER, AILUEEZE ? AHER

- RRRMERRMAI LIE A SRR 2

/14.

15,

16.

After a system crashes or power failure and the file system is dirty, how can we fix it? Why is the journal
file system able to reduce the repairing time?

(3%) CoW (copy on write) #& R RIKRIEIREA AR ? FRVES MWEMIS 5.

Please explain the pros and cons of CoW (copy on write) filesystems, and describe a scenario.

(total 4%) File and directory permissions.
a. (2%) BHFEEIMBSHEBESd - rx, BB umask BEFEREBM ?

If we want to change the default directory permission to “d --- r— r-x”. What is the “umask” value?

b. (2%) EFLEIIEREBMES -r-—rw-, BBHEH x #B, 350 umask BEZRTEABM ?
If we want to change the default file pernhssnon to “- r-- -—- rw-" and make the default directory
permission include "x". What is the “umask” value?

(4%) FEMIE Y swap BRI A A RAID IR MEZRITIEE, RTEERNAKRLEERENEE, &
RERNTLEMRS, FRYERA.

Does it make any difference in the system security and robustness to use RAID and enable disk encryption
for the swap space, or just adding necessary overhead? Please explain the reason.

Computer System Administration 110A Midterm Exam Page 6 of 7




17. (4%) EE 25 root FHER] crontab UL TAE ¢

This is a cron job of the root user of a machine:

®4 * * 1 (cd /raid; /usr/local/bin/rsync -aH --delete cs /backup/user/)

HRERAH ERENR SIS, URBIEE 2

Please explain the potential security issues of this and how to fix them.

18. (total 9%) RAID
a. (3%) TERERR S — MR T, BB REEEERN rRADL BB — AR SAERAMN
MR LAy E, BRWEA.
Given that the specs of the hard drives are the same, please compare the theoretical read and write
performance of a 2-disk RAID1 with a single disk, and explain why.

b. (3%) TEREREIRIR A —4EIER T, 35 LLECRIBIERE A ARG RAIDO FIE B —(BEEER. S RIER A
HEREF IR LAY, AR,
Given that the specs of the hard drives are the same, please compare the theoretical read and write
performance of a 2-disk RAIDO with a single disk, and explain why.

c. (3%)RAIDS WA B AKBFEREFERE—BERNEE, BRLRAERRS, BOERESE
LB RAAE, ERERB LATREBAZERBEM—EE X RAIDS, FEERE.
The size of a RAIDS is the total size of all member disks subtracting the size of one disk. In theory,
having more member disks, the less space overhead is. However, in practice, it is not recommended to
create a RAIDS with too many disks. Please explain the reason.
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