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__int64  fastcall sub 1330(_  int64 al,  int64 a2)
{

( !sub 125B(al, "show config") )
sub 1189 (&unk 205D, (int)a2 + 32, .
"update notes");

ee )i
result = sub 125B(al,

( !( _DWORD)result )
{

sub 12CC(a2 + 32);

sub_1189(&unk 2080, "update_notes", ...);

result;
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__int6e4 __fastcall handle_command(__1int64 al, __int64 a2)
{

( 'my_strcmp(al, "show_config") )
my_printf(&unk_205D, (int)a2 + 32, ...);
result = my_strcmp(al, "update_notes");
( !(_DWORD)result )

{
my_gets(a2 + 32);
my_printf(&unk_2080, "update_notes"

result;
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__1nt64 __fastcall handle_command(__1int64 al, __int64 a2) MR R R 2NN © LT RRMHT
{

( 'my_strcmp(al, "show_config") )
my_printf(&unk_205D, (int)a2 + 32, ...);

result = my_strcmp(al, "update_notes"); & 1. my gets() {ERSERAY Buffer Overflow
( !'(_DWORD)result )

{

Cpp

(P Copy code
my_QEtS( a2 + 32 ): my_gets(az + 32);
my_printf(&unk_2080, "update_notes", ...);

flieA :
result;

my gets() FELFY gets() ° EFRRENET 0 BATERZIRE
BARE °
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Pay Attention to the Clue: Clue-Driven Reverse Engineering by LLM in Real-World

AUGUST 2-7, 2025
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’W} Malware Analysis

Tier ih Lin | Research Team Lead, CyCraft Technology

Wel Chieh Chao | Senior Cybersecurity Researcher, CyCraft Technology
Zhao-Min | Cybersecurity Researcher, CyCraft Technology
Format: 40-Minute Briefings

Tracks: Reverse Engineering, Al, ML, & Data Science

IDA Pro feat. MCP (Model Context Protocol) is truly amazing! Through interactive chat windows, LLM can automatically complete reverse
engineering tasks and even assist in generating malware analysis reports. At first glance, this technology seems to offer malware analysts the
ability to "clock out early." But is this truly the case? Not quite!

Malware analysis is not a CTF competition, the adversaries certainly won't reveal the correct answer. In the absence of ground truth, analysts
must meticulously trace every step performed by the LLM, deeply understanding why the LLM reached a particular conclusion. Moreover,
LLMs' generative nature tends to prioritize producing outputs whenever possible, even when lacking sufficient information, resulting in
reasonable yet incorrect answers. In complex programs with highly interdependent functions, incorrect answers can snowball into
catastrophic mistakes, ultimately leading to entirely inaccurate reverse engineering results. Therefore, blindly relying on LLM output is
unreliable. Analysts often need to spend even more time verifying and correcting these outputs to ensure accuracy and reliability.

To address these challenges in LLMs in automated malware analysis, we propose a clue-driven reverse engineering framework. By
generating high-quality clues, such as API information and magic constants, in decompiled code. Then, devising analysis strategies based on
these clues, our framework effectively reduces the errors generated by LLMs in uncertain situations and significantly improves the accuracy
and stability of the results. Additionally, we designed validation mechanisms by integrating entropy-based evaluation methods with attention
tracking technology to ensure that LLM outputs are based on reliable clues, preventing the further propagation of errors. This study
demonstrates the potential of combining clue generation, clue-driven analysis strategies, and stabilization mechanisms to deliver novel,
efficient technical solutions for malware analysis.
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In the fields of cybersecurity and reverse engineering, traditional integrations of Large Language Models (LLMs) with tools like IDA Pro have
faced significant challenges. Existing solutions not only heavily depend on manual intervention— requiring time-consuming, function-by-

function analysis via the decompilers GUI—but also fail to effectively combine static and dynamic analysis. By exclusively focusing on static
analysis, these methods risk overlooking crucial insights that dynamic analysis could reveal, resulting in a limited and fragmented approach.

To overcome these limitations, we propose an innovative framework centered around an MCP Server, serving as a unified interface. This
approach transforms the LLM into a fully autonomous intelligent agent capable of managing a complete binary analysis workflow while
drastically reducing human effort. Unlike traditional methods, our framework seamlessly integrates both static and dynamic analysis tools into
a collaborative pipeline, ensuring a comprehensive examination of binary files. Additionally, utilizing the MCP Server enhances code
reusability and scalability, aligning the process more closely with professional reverse engineering practices.

Key Points:

- Automation: Delegates the entire analysis process to the LLM with minimal human intervention.
- Comprehensive Analysis: Combines static and dynamic analysis to uncover deeper insights.

- Tool Reusability: Leverages a unified MCP Server interface to improve portability and scalability.

This paradigm shift in tool integration not only addresses the inherent shortcomings of traditional methods but also paves the way for a more

efficient and thorough binary analysis system.
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void sub_11F7(const char *al) {
size_t v2;
char s[56];

0;
Y 0 - strlen(s);

printf("Append username '%s'\n", al);
printf("Remaining space: %zu bytes.\n", v2);
sub_11C9(s, al, v2);

printf("Logged: %s\n", s);

vold log_username(const char *username) {
char buffer[56];
size_t remailning_space;

buffer[0] = '\0';
remaining_space = 50 - strlen(buffer);

printf("Append username '%s'\n", username);
printf("Remaining space: %zu bytes.\n", remaining_space)
safe_append(buffer, username, remaining_space);
printf("Logged: %s\n", buffer);
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void sub_11F7(const char *al) { vold log_username(const char *username) {
size_t v2; char buffer[56];
char s[56]; size_t remaining_space;

0; buffer[0] = '\0";
vV 0 - strlen(s); remaining_space = 50 - strlen(buffer);

printf("Append username '%s'\n", al); printf("Append username '%s'\n", username);
printf("Remaining space: %zu bytes.\n", v2); printf("Remaining space: %zu bytes.\n", remaining_space);
sub_11C9(s, al, v2); safe_append(buffer, username, remaining_space);
printf("Logged: %s\n", s); pruntf("Logged: %s\n", butfer);

75 8 LA TV B RY safe 157
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vold log_username(const char *username) {

char buffer[56];
size_t remailning_space;

buffer[0] = '\0"';
remaining_space = 50 - strlen(buffer);

printf("Append username '%s'\n", username);
printf("Remaining space: %zu bytes.\n", remaining_space);
safe_append(buffer, username, remaining_space);
printf@'Logged: %s\n", buffer);

char * sub_11C9(char *al, char *a2, size_t a3)

{

}

return strcat(al, a2);

A
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void sub_11F7(const char *al) {
size_t v2;
char s[56];

0;

strlen(s);

printf("Append username '%s'\n",|all= username ok
printf("Remaining space: %zu bytes.\n",|v2= remaining space ok

sub_11C9(s._al. _v2): f ]

printf("Logged: %s\n", s); .
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void sub_11F7(const char *al) {
size_t v2;
char s[56];

s[0] = 0;
v2 = 50 - strlen(s);

printf("Append username '%s'\n", al);

printf("“Remaining space: %zu bytes.\n", v2);

sub_11C9(s, al, v2);|// hint: library func strcat detected
printf("Logged: %s\n", s);
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"variables": [

{

void sub_l1F7(const char *al) { "original_name": "al",

size_t v2; "new_name": "username"
char s[56];

@——stﬂﬁn(s) "original_name": "v2",

_ "new_name": "remaining_space"
printf("Append username '%s'\n", al);

printf("Remaining space: %zu bytes.\n", v2);
sub_11C9(s, al, v2); // hint: library func strcat detected
printf("Logged: %s\n", s); "original_name": "sub_11C9",

“new_name": "safe_append"
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...s":[{"original_name":“a1","new_name":" m=p —>

LLM 50T &

291
...iginal_name":“sub_11C9","new_name":" mmp )

LLM 2B

0.976

0.020

0.001

0.799

0.179

0.011

safe _append

I process
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volid copy(char *input) {
char buffer[10];

strcpy (buffer, input);

A
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void getUserInput() {
char userInput[100];

printf("F@WA—EFE: ");
LJf\S;EifEE fgets(userInput, (userInput), stdin);

copy(userInput);

void copy(char *input) {
char buffer[10];

strcpy(buffer, input);

void getUserInput() {
char userInput[100];

printf("B@MA—EFSHE: ");
Safe fgets(userInput, (userInput), stdin);

(strlen(userInput) < 10) {
copy(userInput);
{
printf("#EiR: WMANFEAE! EEMWANR 10 BAFk.\n");
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void main() { ﬂ'g'f;’-vmid foo( z ) {

@ a = new AQ); H
b = d.qg, ‘h@ :
b.f | foo(a); ~_ ™/

-

B EEERHS

sink(b.f);
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https://blogs.uni-paderborn.de/sse/tools/flowdroid/
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void copy(char *input) { vold d(char *input) { vold c(char *input) {

char buffer[10]; : . ) )
strcpy(buffer, input); } copy(input); 1 d(input);

void a() {
char userInput[100];
fgets(userInput, (userInput), stdin); !
b(userInput);

voild b(char *input) {
c(input);
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https://github.com/google-gemini/gemini-fullstack-langgraph-quickstart
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( v10 == 1 && v15 && !v3 && *( BYTE *)v24 == 31 && *( BYTE *)(v24 + 1) == 0x8B )

( (v16 & 4) 1= 0 )
v21 += *(unsigned  intl6 *)(v24 + 10);
( (v1ie & 8) != 0 )

FLG (FLaGs)
bit0 FTEXT
bit 1 FHCRC

(1= v21l; *i; ++i )

bit2 FEXTRA
bit3 FNAME
*j; ++3 ) bit4 FCOMMENT
bit 5 reserved

BB RSHE N\ - BRIS bit 6 reserved
ESERE reserved

.

/rfc/rfc1952.html
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