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ZHAETEH : dir [Fa ?
dir C:\tmp\
EHZEBER BR?

C:\Windows\system32\cmd.exe /c ipconfig /all <NUL
>C:\Windows\TEMP\Syste-11716712312386141724000000000-a13724
2>C:\Windows\TEMP\Syste-1171671231236142724000000001-a13724
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reg save HKCU D:\backup\hkcu.hiv
SRIEHERE

reg save HKLM\SAM D:\backup\sam.hiv
REIRFZ 2 & (e.g., IEERAZNEHHMEE )
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SR ERNXRE ( context window ) BIE
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“cmd” /c cd /d “C:\inetpub\wwwroot\”&move
c:\tmp\rar.rar D:\MyWebsite\ISO\CSS\&echo
[S]&cd&echo [E] ( 46 tokens, Llama3 )
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RAG (Retrieval Augmented Generation) 5. Response S Era
%2 — context = retriever(query) « «
&% — response = LLM(query, context) 1. Query ] 4. Prompt
2. Query :
RAF (Retrieval Augmented Forensic) semantic 3 S:r::::;ed
#@ZR — context = retriever(cand _events) Sl

“£ 5% — label = Judge(cand _events, context)
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>Process tree
>User

> Timestamp
>Filename

>|P

>Command pattern
>...
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"cmd" /c cd /d "C:\inetpub\wwwroot\"&move c:\tmp\Eapsrary D:\MyWebsite\ISO\CSS\&echo [S]&cd&echo [E]

"cmd" /c cd /d "C:\Windows\Temp\tmplFA3.tmp\"&ping -a -n 1 10.3.76.202&echo [S]&cd&echo [E]

"cmd” /c cd /d "C:\inetpub\www[—an| find

"123.123.1. gE"&EChD}&cd&echo [E]

pandery/cacd///d "é?:ﬁ?thwilTemp\tmplFAB.tmp\"&ipconfig&echo 94]&cd&echo [E]

"cmd" /c cd /d "C:\tmp\"&netstat

A

-an|find "123.123.1.95"&echo |[S]&cd&echo [£]

"cmd" /c cd /d "C:\tmp\"&netstat -an|find "80"&echo [S]&cd&echo [E]

C:\tmp\ADExplo

fmgr 123.123.1.95 80

X - PIZoq

fmgr 123.123.1.95 80

find "123.123.1.95”

402 03 0.2 @ 03 03 0.2 0.1 0.2 mm
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1. "ecmd" /c cd /d "C:\inetpub\wwwroot\"&move c:\tmp\FaEsrar
D:\MyWebsite\ISO\CSS\&echo [S]&cd&echo [E] ——
rar.rar implied
maliciousness

a c:\tmp\Fagseae c:\tmp\result.dat

2.C:\tmp\
3.IC: \tmp\ADExplorer.exe]-snapshot "" C:\tmp\pesult.dat /accepteula
result.dat implied J
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’ 5. Response 5. Response
1. Query 4. Prompt
2. Query

semantic
search

3. Retrieved
context

6. Report
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C:\tmp\ADExplorer.exe -snapshot

C:\tmp\FESUTENEEE /accepteula

\

9
c:\tmp\rar.exe a c:\tmp\FEEHEER o
c:\tmp\
. T/ -
CLinker : cnd: e cd /d S O
° "C:\inetpub\wwwroot\" = - .
Command snove < oo BN g tom T
D:\MyWebsite\ISO\CSS\ _— ® - —
Line Linker &echo [S]&cd&echo [E] — =.== =
o
RAF [E#9 R )y 4l
- "C:\Windows\Temp\tmplFA3.tmp\" _.==, -
:3'*E ‘ﬁ &ipconfig&echo [S]&cd&echo [E] = 7"72,%'8
= = -
’_. ’__=‘
—0g 9

C:\Windows\system32\cmd.exe /c ipconfig /all
<NUL >C:\Windows\TEMP\Syste-11716712312316141724000000000-a13724
2>C:\Windows\TEMP\Syste-11716712312316142724000000001-a13724
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BMA (m5)

c:\tmp\rar.exe a
c: \tmp \ FERSREH
c:\tmp\pesult.dat

"cmd" /c cd /d
"C:\inetpub\wwwroot\"

gmove c:\tmp\FACHEED

D:\MyWebsite\ISO\CSS\
&echo [S]&cd&echo [E]

C:\Windows\system32\cmd.exe /c
ipconfig /all

<NUL >C:\Windows\TEMP\Syste-
11716712312316141724000000000 -
al3724
2>C:\Windows\TEMP\Syste-
11716712312316142724000000001 -
al3724
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1. Extractor — fiHl Fan < 5l
Structure | Definition ~ |Example

CRAFT CON

Encapsulated

Command
Substitution

Pipelined

Chained

command running
another within its scope

command executed In a

bash -c '1ls -1°

current_date=$%(date)

subshell
commands connected via
) 1s -1 | grep <keyword>
pipes
commands connected mkdir new folder && cd

using logical operators new_folder && touch

A



2. Parser — EY{Z2H [AfE{% (Tag — Token)

Command (CMD) Main invoked tool "echo $(dir C:\Users)"

Context modifier, specifying
the behavior of CMD

Flag/switch, modifying

Subcommand (SUB)

"git log --oneline”

Option (OPT)

"cmd.exe /e:on"

behavior of CMD/SUB
Argument (ARG) gﬁ;lsnggg; "rm -rf *.json"
Operator (OPR) Hliewy @onliel, reelieedei, e >" output redirection

pipeline, ...

CRANFT CON/
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3. #1I Event Graphs
+an < 5l 1A EY

&&

del $4dir C:\usedD

echo $4dir C:\userb

[CMDLINE] echo $(dir C:\user)

3

[CMDLINE] echo $(dir C:\user) && del $(dir C:\user)

[CMDLINE] del $(dir C:\user)

[CMDLINE] dir C:\user

VVVVVVV

A



3. i#1I Event Graphs
% M [a] A {4 KA HY

echo $(dir C:\user) && del $(dir
C:\user)

[

{OPR, &&},

{CMD, echo},

{ARG, $(dir C:\user)},
{CMD, del},

{CMD, dir}

QQQQQQ

i o

N

[CMDLINE] echo S(dir C:\user) && del $(dir C:\user)

[CMDLINE] echo S(dir C:\user)

N\

[ARG] $(dir C:\user)

A




Why LLM?

Mo Fran< SR B /Y
Am o<l
B4y L IEm = A S4B o] BERY B B
sa a0 (OJBE ) YRR
HEEMWIES — bash -c ‘1s -1°
B3] AUEE A — python3 my script.py command\=1s\ -1
A EMYIEl - git log / cat log / cd log
2B ey (Named entity recognition) — IP, filename, URL, PWD, ...
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Input Command
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Token Tag Pairs

Output Logic

(logic of command line)

CoT Reasoning
(why parsed like this)
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BERERTE (1/4)

>SFT 1 (instructions + input — target output)
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B (2/4)
>SFT 2 (instructions + input — logic + target output)

4 h 4 Output R
Token Tag Pairs
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>SFT 3 (input — logic + target output)
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> KiE Y
> LLaMA-3.3-70B-AWQ and Qwen2.5-72B-AWQ
PARY it

> Qwen2.5-0.5B, Qwen2.5-1.5B, DeepSeek-R1-Distill-Qwen-1.5B,
LLaMA-3.2-1B

> B
> CyPHER
> STAL1E1E
> Jaccard Similarity — FEEU I Fan< 5l / tag-token EERERE

> Format Parse-ability — i 1 3. F 2 & Bt LE A AT A JSON #14F
> Score — Jaccard similarity £2 format parse-ability 9315

Jaccard Similarity

LLM SLM
Generated Generated
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0.27

0.18

0.09

0.00

Parser
SFT1

=

d

A

r=1]]

[l

B 2 B

LLaMA 3 70B
Jaccard difference (lower is better)

Parser
SFT2

Parser
SFT3

Parser
CoT

0.88

0.863

0.845

0.828

0.81

SFT1: instruction + input — output A
SFT2: instruction + input — logic + output
SFT3: input — logic + output

CoT: instruction + input — CoT + logic + output
Fine-tuned model: Qwen2.5-0.5B

LLaMA 3 70B
Score (higher is better)

)

Parser Parser Parser Parser
SFT1 SFT2 SFT3 CoT



A



A

LLaMA vs Qwen
7€ LLaMA 70B B3 . Z{EEE B =

In-distribution Score (higher is better) Out-distribution Score (higher is better)

B LLaMA 370B B Qwen 2.5728 I LLaMA 370B B Qwen 2.572B
0.97 0.97

.®.
.o. L) . y i
0.948 ‘ 3 0.948

‘ ©) 3 I ‘ ‘ O i
0.944
.o.
0.925 ‘ 3
0.927 ﬁ
0.917 ©
0.903 0.907 ‘oi 0.91

‘Deepseek Qwen 2.5 Qwen25 LLaMA %% Deepseek Qwen2.5 Qwen25 LLaMA
R1 1.5B 0.5B 1.5B 3.21B R1 1.5B 0.5B 1.5B 3.21B

0.925

0.903

0.88

CANFT CON



The command line "wmic" nic where "NetEnabled=true" call

L La MA VS Qwe n renewdhcplease can be broken down as follows:
LLaMA EE W ':EE y.jf E"] ﬂg %E * "wmic" is the main command (CMD), which stands for Windows

Management Instrumentation Command-line.

"nic" is a subcommand (SUB) that specifies the management area, in this

case, network interface controllers.

‘“wmic” nic where "where" is a subcommand (SUB) that filters the results based on a
cc _ 9 condition.

NetEnabled=true "NetEnabled=true" is an argument (ARG) for the "where" subcommand,
Ca 1 1 ren er h C p 1 €ase specifying that only network interfaces that are enabled should be considered

"call" is a subcommand (SUB) that invokes a method on the selected
objects.

"renewdhcplease" is not a standard method for WMIC and seems to be a
typo or incorrect command. The correct method to renew the DHCP lease is
"renewdhcp" . However, assuming " renewdhcplease" is a placeholder fo
an actual method, it would be considered as part of the command (CMD) or
subcommand (SUB) depending on its actual definition.

Given the context, it seems there was an attempt to correct or modify the command

in the description. The standard approach would involve using " renewdhcp" for

renewing DHCP leases on network interfaces that are enabled.




LLaMA vs Qwen
Qwen E R EERIBERE

“wmic” nic where
“NetEnabled=true”
call renewdhcplease

The command line "wmic nic where \"NetEnabled=true\" call
releasedhcplease, renewdhcplease™ can be broken down as follows:

"wmic" is the main command (CMD) that is used to interact with Windows
Management Instrumentation (WMI).
"nic" is the subcommand (SUB) that specifies the context of the WMI query,
in this case, network interfaces.
"where \"NetEnabled=true\"" is a condition (ARG) that filters the

¢ e-that are enabled.

"releasedhcplease, renewdhcplease" are the methods (SUB) to be
called on the filtered network interfaces. These methods release and renew

the DHCP lease, respectively.

The logic of the command line is to use the wmic command to call the
releasedhcplease and renewdhcplease methods on all network interfaces
that are enabled, effectively releasing and renewing the DHCP lease for those

interfaces.



LLaMA vs Qwen
LLaMA BEB S 4 A — 2 AV iR

> Bl O FE 5
> Cmdline:
"xcopy /E /Y /H /K /V F:\\Backup\\ C:\\Backup B\ueeff\\ /D /R /I"

> Output:
"C:\\\\Backup_B\\\\\\u6559\\\\\\"

:»@ﬁ)\ﬁa%ﬁ

> Cmdline:
ipconfig -allquery
> Reasoning:

The command line “ipconfig -all” is used to display all the
current TCP/IP network configuration values.

A
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(Z1EHL + BTl = Z{CE 1= H

In-distribution Score (higher is better) Jut-distribution S« higher tter)
B LLama370B B Qwen25728 "G)'? B LLamA 3708 ‘Gi Qwen 2.57. ‘Gi

0.995 0.995
0.99 ‘oi 0.99 0.991

0.974

0.966 0.966

0.938

0.938

0.909 0.909

0.88 0.88

Deepseek Qwen 2.5 Qwen 2.5 LLaMA Deepseek Qwen 2.5 Qwen 2.5 LLaMA
R1 1.5B 0.5B 1.5B 3.21B R1 1.5B 0.5B 1.5B 3.21B

””””
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— Qwen 2.5 1.5B Qwen 2.5 0.5B — DeepSeek R1 1.5B Llama 3.2 1B

1

0.95

0.9

0.85

0.8

0 1 2 3 4 5 6 7 8 9 10

In-distribution Parser Score (per epoch)

— Qwen 2.5 1.5B Qwen 2.5 0.5B — DeepSeek R1 1.5B Llama 3.2 1B

1

_/——-\/\/

o8 /\/_\/_/_

0.9
0.85

0.8

0 1 2 3 4 5 6 7 8 9 10

In-distribution Extractor Score (per epoch)

A

— Qwen 2.5 1.5B Qwen 2.5 0.5B — DeepSeek R1 1.5B Llama 3.2 1B

1

—

0.95

0.8

0.85

0.8

0 1 2 3 4 5 6 7 8 9 10

Out-distribution Parser Score (per epoch)

— Qwen 2.5 1.5B Qwen 2.5 0.5B — DeepSeek R1 1.5B Llama 3.2 1B

1

e

0.95

0.9

0.85

0.8

o] 1 2 3 4 5 6 7 8 9 10

Qut-distribution Extractor Score (per epoch)
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![ \ — Qwen 2.5 1.5B Qwen 2.5 0.5B — DeepSeek R1 1.5B Llama 3.2 1B
'x 1
0.95
0.9
0.85
0.8
0 1 2 3 4 5 6 7 8 9 10

A

— Qwen 2.5 1.5B Qwen 2.5 0.5B — DeepSeek R1 1.5B Llama 3.2 1B
1
0.95
0.9
0.85
0.8
0 1 2 3 4 5 6 7 8 9 10

NO significant difference between models!
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o] 1 2 3 4 5 6 7 8 9 10

Qut-distribution Extractor Score (per epoch)
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