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Microsoft Digital
Defense Report 2024

The foundations and new
frontiers of cybersecurity

A Microsoft Threat Intelligence report

Microsoft Digital Defense Report 2024
https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
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Microsoft Digital Defense Report 2020: Cyber Threat Sophistication on the Rise
https://www.microsoft.com/en-us/security/blog/2020/09/29/microsoft-digital-defense-report-2020-cyber-threat-sophistication-rise/



St R FEEAHMS (WHO ) IR &7 COVID-19 &=
EX AT IR IR - EIKNBEZHEBREBTERINEE ?

EsmigE 0 2020 £ 10 B 22
F MR ORISERE © 2020-03-11 ~ 2020-10-22




ZERMBEMRHM—ERS

 fEE2 K / APAC #f
ZREBETE? |

ARBITEREERN




I &l Z F P iE BT BRIk B

A



PIE B =E = EBIF

"Bt R EEAES (WHO ) IR 7 COVID-19 &=
X AORITRTR - ENBEZW BB AT EREE ? |

EsmigE 0 2020 £ 10 B 22
F MR ORISERE © 2020-03-11 ~ 2020-10-22




Microsoft E{lIPFE RS 2020

> COVID-19 & 15

> BERKEEANARZ COVID-19 BIFEELEE ERIENEER
SRBE - 1 2020 F EXFHRMBIBERRE - HABERE
BINHES(EAK - BolifiRIINBEERZIRB R BN
BE - RRESEBRIEIL - BEIKER - HTEENEREIRI
RiBRARIRIR - wHFREEES (WHO ) iR 3 A 11 EIIZE?E
COVID-19 REKKMITHERZE - BEBEERNIRIEBE
SRR - #=F - EXEESIMNBUAR 5 B 1 HEEZRL %iE




» HEX B

Q, 3AM1H

® EXHPBIE

Q 3A1H

Microsoft ElIPF S 2020

» COVID-19 %A

s BEGESHRE COVID-19 BNEE BB EI L BER
BEIK - 1 2020 F FEENRMBIABIE - BABBTR
BRANHESLTA - BABREI R EHE 2 A
Wt ERSTEMRES - BOS - S EENERIRS
RS EEIR - EUREEEM (WHO ) 1 3 B 11 BB
COVID-19 BERATRTER L% - BEEERNHRTRY
RO - % - BEDBHNEFE 5 5 1 BEESKE




" R 3 A 11 H } . PR R 2R

R3H11H R

.
-

S—H+—H . YT

-




RAG FERAIPkE

r » HEE XN /APAC it B ENE LR 2
A =E? .
a9 "What were the top cyber threats in the APAC region
- during the second half of 20207?”

— RIE¥ 2020 &F £

EMERE %ﬁﬁ)ﬁ SR EEEZ E X ( DART)
- XEMNEZRS E 2019 E 10 H 2z 2020
&+ 7 HEE -




RAG BRIk &k

] » TEE2 K / APAC
ﬂ meHRENEZHMBETE ? |
® ® "What were the top cyber threats in
.- the APAC region during the second /

half of 20207” Ei#E - TIRRENAS

@ i KEIZ
0

iR 2020 & o

\_

-
H 2019 &£ 10 H £ 2020
F 7 HEE -

o




# ZBRALLNETLEEIE

2 BB ERE
B2 EEREMTENE RS ENGER B ESS

. Al XZ Utils NB S H——2B RIS BRI E 4G R i E

VRS AR

BRI (rule-based) A EZRESIRIED HIE A
C BIE s "3 R 11 B, ERREHDIMIEEE
ER RAG WmRER - SIRGEHEBENERRIEAE

oo 1% R BN fER Al e iRELEPRES !




FMIRVEE R T =
CyTix & Time-Focused RAG

A



CyTIX RAG nﬁ E,J i = |:|

{ datetime.date(2024, 10, 1),
datetime.date(2025, 6, 30) }

A
. @ EHERE

CyTix
HF B A AN LLM




CyTix £ RAG Oy

. FIR K /APAC &R BRENEZE Z
I iy

RIZ

et [BERR

MEEE M S 2N EERSE
{ Microsoft Digital Defense Report) - =HEZE
AR R —FENELZBE - Hopo)

S =pN




CyTIX RAG n‘;EE n\l:l |:|

] - fEGE K / APAC
ﬂ tEEBEENEZEBETE ? |
® ® "What were the top cyber threats in
.- the APAC region during the second \

half of 20207” WME R SEEL
— \ @ WEILEDFIEEBLLTF
M ER 3% o N B /iﬁ%: E{CEBR B

/




MNCYCRNFT

BIFRE




BIFRA

s

Base model
(Llama 3 8B)

Supervised Fine-Tuning

F

E—pRAnE K

afft

 EOEMIVERA
. ERE5& Data Augmentation
. [B4E## Chain-of-Thought (CoT)

. AEERI IS E

. /EZ /E’J’ﬁ% ,’5\ %’J'}J%




.Ezﬁrﬁ.lﬁ1$ﬁi 1 EmIERIIERA

b

b




(o ER T Y HE15E . 2025-07-04
& F3 Regular expression £ [m12 BV AR Hmat

1. 8H:08-01 ~08-31

r' (\d{1,2}\sx~3)"




(o ER T Y HE15E . 2025-07-04
& F3 Regular expression £ [m12 BV AR Hmat

1. 8H:08-01 ~ 08-31
2. ~T8H:2024-08




B8 (o) ZE{BR T § SRR ¢ 2025-07-04

....25: ~2025-07-04

R, B,
NDIREET ]




(o ER T Y HE15E . 2025-07-04
& F3 Regular expression £ [m12 BV AR Hmat

1. 8H:08-01 ~ 08-31
2. ~T8H:2024-08
3. ...25:~2025-07-04




Zi}1E58 Data Augmentation [

2. El1258 Data Augmentation




Zi}1858 Data Augmentation

E.I- I\HFZEI’JEEIJ n_.ll j:Stn—.I
. =18 R / &30 =1@ 8 (Last three months)

D: 5‘6 BrEH/EEOLER (Last Saturday)

WBREFIRENRE
It B = =TT =l (B B
...b\%fﬁEi‘C




&858 Data Augmentation

=ir.. .9
> Bx 4155 W B 18 7
>IE—K

>§A§J‘ﬁi
> J:E:

N¥G, £ &>
>E—F FT_FFE
> HARESE : S 7 &




5| E1E TV B 4EHE (CoT)

b

b

\

3. B#E# Chain-of-Thought (CoT)




B—IFEENSERAE

/

EEAAMNSE T i Al
2755 (RAISE Act)

( Responsible Al Safety and

Education Act ) - BRERTERA

OpenAl * Googlez{Anthropic s A #l
FHEEE

\_

2 o b - [ 2025-06-16 }

Get_Time_Specific
Start: datetime.date(2025, 6, 12)
End: datetime.date(2025, 6, 12)

TimeString:
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https://www.ithome.com.tw/news/169568
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The core timeString is:
| will find the time relationship between current time and core timeString.
Relationship: Core timeString IS a date description.
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v 85 B3 ] i 2

Year description: , Half year description:
Quarter description: , Season description:
Month description: , Month Section description:
Week description: , Weekday description:
Day description:
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The current time is 2025-06-16, Monday. Time operations:

1. The is 1 weeks before the current time. The date of the target
week is 06-16 - 1*7 days = 06-16 - 7 days = 06-09, Monday,.

The means 3 days after Monday. The last Monday is 06-09 -
0 = 06-09, Monday. The start and end timestamp is 06-09 + 3 =
06-12, Thursday.
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get time specific

{"start™: 2025-06-12, "end": 2025-06-12}




A B 7€ Y I3 8] i 22kt

@ N4 A& TE B R P e 2

b




A B 7€ Y I3 8] i 22kt

ERRIE

I

2 {55

1 ZBHARRBREGSRIERE

o DIRBEFKEEREE

et _time_not_specific {"scale": "months"}

get _time not_specific {"scale": "years"}
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N, a3
NF R4 I ) t t - | from now".\ntype get_time_specific = (_: {\n// Start timestamp in the format %Y-%m-%d,
Iﬁt 7 sys e m p rO m p where the start timestamp must be the same as or earlier than the end

390 9 220 timestamp must be the same as or later than the start timestamp.\nend: string,\n}) =>

a ‘$7J Eq C T description with explicit timestamp. You will get the current time and day of the week at
: 0/ \V_0 _0 - o
E FEﬁ ,,% \ O the end of the text in the format %Y-%m-%d <weekday> for year-month-day

/// Supported function definitions that should be called when necessary.\nnamespace \
functions {\n\n// Extract the start timestamp and end timestamp from a Chinese text time

<weekday>, e.g. 2024-04-02 Tuesday for April 2, 2024 Tuesday. There are a few word
conversions to note, " AHI“=" means "three years ago" while "X =" means "three
years from now", "X FiX" means "three days ago" and " A& X" means "three days

timestamp.\nstart: string,\n// End timestamp in the format %Y-%m-%d, where the end

any;\n\n// Extract the scale of time described in Chinese text without explicit
timestamp.\nYou will get the current time and day of the week at the end of the text in
the format %Y-%m-%d <weekday> for year-month-day <weekday>, e.g. 2024-04-02
Tuesday for April 2, 2024 Tuesday.\nlf there is no time description, then scale is set to
"noTimeString".\ntype get_time_not_specific = (_: {\n// Specifies the time scale for the
most recent interval or recent. Options include "days", "weeks", "months", "years",
"recent", or "noTimeString".\nscale: "days" | "weeks" | "months" | "years" | "recent" |

"noTimeString",\n}) => any;\n\n} // namespace functions

\_

// Supported function definitions that should be called when necessary.\nnamespace functions {\n\n// There are a few word conversions
to note, "ABIE" means "three years ago" while "X F" means "three years from now", "XBIX" means "three days ago" and "AX#& X"
means "three days from now".\ntype get_time_specific = (_: {\n// The start timestamp must be the same as or earlier than the end
timestamp.\nstart: string,\n// The end timestamp must be the same as or later than the start timestamp.\nend: string,\n}) => any;\n\n// If
there is no time description, then scale is set to "noTimeString".\ntype get_time_not_specific = (_: {\n// Specifies the time scale for the
most recent interval or recent. Options include "days", "weeks", "months", "years", "recent", or "noTimeString".\nscale: "days" | "weeks" |
"months" | "years" | "recent" | "noTimeString",\n}) => any;\n\n} // namespace functions
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. Current time: 2020-10-22 Thursday

Raw Output:
The core timeString:
<reasoning process here>....

\_
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Kl'he core timeString is: 2020 & ¥ £F. | will find the time relationship between current time and core timeString. \

Relationship: The core time string 2020 % _E3£F is the date description. Relationship: Core timeString 2020 & k3
£ is a date description.

Extract the time description in core timeString:

- Year: 2020 £E. Half year: =¥ £. Quarter: . Season: .

- Month: . Month Section: .

- Week: . Weekday: .

- Day: .

The current time is 2020-10-22, so the year of the start timestamp is 2020. The year of end timestamp is 2020. The
year, month and day of the start timestamp are 2020-01-01. The year, month and date of the end timestamp are
2020-06-30. | will select the most suitable tool to extract the time information based on relationship.
<|reserved_special_token_249|>get_time_specific\n{"start": "2020-01-01", "end": "2020-06-30"}<|stop|>

The core timeString is: 3 B 11 H. | will find the time relationship between current time and core timeString.
Relationship: The core time string 3 B 11 H is the date description. Extract the time description in core timeString:
- Year: . Half year: . Quarter: . Season: .

- Month: 3 A 11 H. Month Section: .

- Week: . Weekday: .

-Day:3 5 11 H.

The current time is 2020-10-22, so the year of the start timestamp is 2020. The year of end timestamp is 2020. The
year, month and day of the start timestamp are 2020-03-11. The year, month and date of the end timestamp are
2020-03-11. | will select the most suitable tool to extract the time information based on relationship.
<|reserved_special_token_249|>get_time_specific\n{"start": "2020-03-11", "end": "2020-03-11"}<|stop|>

The core timeString is: 5 B 1 H. I will find the time relationship between current time and core timeString.
Relationship: The core time string 5 B 1 H is the date description. Extract the time description in core timeString:

- Year: . Half year: . Quarter: . Season: .

- Month: 5 H 1 H. Month Section: .

- Week: . Weekday: .

-Day:5 51 H.

The current time is 2020-10-22, so the year of the start timestamp is 2020. The year of end timestamp is 2020. The
year, month and day of the start timestamp are 2020-05-01. The year, month and date of the end timestamp are
2020-05-01. | will select the most suitable tool to extract the time information based on relationship.

/The core timeString:

Relationship: Core timeString 2020 A1 is a date description.
Extract the time description in core timeString:

- Year: 2020 #F. Half year: E*%F. Quarter: . Season: .

- Month: . Month Section: .

- Week: . Weekday: .

- Day: .

The current time is 2020-10-22, Thursday. Time operations:

1. The 2020 £F is 2020.

2. The _£3¥4F means the first half of the year, from month 1 to month
6.

<|reserved_special_token_249|>get_time_specific

{"start": "2020-01-01", "end": "2020-06-30"}<|stop|>

Relationship: Core timeString 3 B 11 H is a date description.
Extract the time description in core timeString:

- Year: . Half year: . Quarter: . Season: .

- Month: 3 A 11 H. Month Section: .

- Week: . Weekday: .

-Day:3 B 11 H.

The current time is 2020-10-22, Thursday. Time operations:
1. The 3 A 11 H is month 3.

2.The 3 H 11 H is day 11.
<|reserved_special_token_249|>get_time_specific

{"start": "2020-03-11", "end": "2020-03-11"}<|stop|>

Relationship: Core timeString 5 5 1 H is a date description.
Extract the time description in core timeString:

- Year: . Half year: . Quarter: . Season: .

- Month: 5 A 1 H. Month Section: .

- Week: . Weekday: .

-Day: 5 51 H.

The current time is 2020-10-22, Thursday. Time operations:
1.The 5 B 1 H is month 5.

2.The 5 B 1 Hisday 1.
<|reserved_special_token_249|>get_time_specific

{"start": "2020-05-01", "end": "2020-05-01"}<|stop|>

\<|reserved_special_token_249|>get_time_specific\n{"start": "2020-05-01", "end": "2020-05-01"}<|stop|> / K /
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Qutput:
get_time_specific

{"start": "2020-01-01", "

get_time_specific

{"start": "2020-03-11", "

get_time_specific

["start": "2020-05-01", "

\

end
end

end

" "2020-06-30"}
":"2020-03-11"}

" "2020-05-01"}
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Z1EH Generalizability

= FHMRIIEER T CyTix .

IR AR R TV E B4R -
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/Query:

SECCON =& BT -
Current time: 2025-07-04 Friday

Raw Output:
The core timeString:

Relationship: Core timeString = HRIATM X is
a date description.

Extract the time description in core timeString:
- Year: . Half year: . Quarter: . Season: .

- Month: . Month Section: .

- Week: . Weekday: .

- Day:
\_




Z1EH Generalizability
/Query:

= FMpotEE T CyTix. SECCON 27 B21T -

fff A= DLBY ﬁx—b:ﬂ LE]|| 450 Current time: 2025-07-04 Friday
1_/ J%EEL;J“:-‘% = iﬁ. E’J /21t The current time is 2025-07-04, Friday.

ﬁE Time operations:
1. The 34 is month 3.
2.

get_time_specific
{"start": "2025-03-01", "end": "2025-03-02"}

\_
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https://www.ithome.com.tw/news/164703
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gpt-40-2024-08-06
3-shots, 903 samples

Precision

Recall

F1

Accuracy

Avg Overlap

Scale precision

Scale Recall

Scale F1
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Current time: 2024-04-03 Saturday

~

/

get time_specific

{"start"; "2024-04-23",
"end"; "2024-04-23"}

get time_specific
{"start": "2024-03-23",
"end": "2024-03-23"}
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Number of Sentences

14.926 GB
(15284 MB)

9.523 GB
(9752 MB)

8.840 GB
(9052 MB)

5.66 GB
(5796 MB)

4.85 GB
(4966 MB)

llama-server async threads=10
On single RTX4090




£ RAG 244 - FER R ERE

- LK /APAC it & e ENE
=T ? |

Conclusion RiE

At [BERER

and R
LE:LCGETELY v  EREE R ... - HO

H H 2R ER =




Conclusion
and
LE:LCEVELY

HAEHFRETEIER "CyTix, MAEtHEEE
=7 LLM

GPT-40

F1 0.497
Accuracy 0.443
Avg Overlap 0.570
Scale F1 0.486
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