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In recent years, the use of TLS (Transport Layer Security) protocol to protect communication information
has become increasingly popular as users are more aware of network security. However, hackers have also
exploited the salient features of the TLS protocol to carry out covert malicious attacks, which threaten the
security of network space. Currently, the commonly used traffic detection methods are not always reliable
when applied to the problem of encrypted malicious traffic detection due to their limitations. The most sig-
nificant problem is that these methods do not focus on the key features of encrypted traffic. To address this
problem, this study proposes an efficient detection model for encrypted malicious traffic based on transport
layer security protocol and a multi-head self-attention mechanism called TLS-MHSA. Firstly, we extract the
features of TLS traffic during pre-processing and perform traffic statistics to filter redundant features. Then,
we use a multi-head self-attention mechanism to focus on learning key features as well as generate the most
important combined features to construct the detection model, thereby detecting the encrypted malicious
traffic. Finally, we use a public dataset to verify the effectiveness and efficiency of the TLS-MHSA model, and
the experimental results show that the proposed TLS-MHSA model has high precision, recall, F1-measure,
AUC-ROC as well as higher stability than seven state-of-the-art detection models.
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1 INTRODUCTION

Accurately identifying malicious network traffic is an important task for cyberspace security,
which facilitates intelligent network operation, management, and network security. In recent years,
with the wide use of encryption technology in network applications, encrypted traffic has become
a common form of network traffic. Compared with normal network traffic, encrypted traffic can
protect the confidentiality and integrity of private information to a certain degree, but it also pro-
vides protection against malicious activity in the network environment. According to ISO-OSI
layers standard, traffic encryption can be classified as application layer encryption, representa-
tion layer encryption, and network layer encryption [23]. Application layer encryption refers to
the data being encrypted by the applications using encryption protocols, thereby transmitting the
data securely at the application layer, it is also known as regular encryption. Representation layer
encryption and network layer encryption encrypting the packets by the applications using the
techniques such as TLS (Transport Layer Security) and SSL (Secure Sockets Layer). TLS builds on
SSL v3.0 by providing (1) a more secure MAC algorithm, (2) stricter alerts, and (3) clearer definition
of the “gray area” specification. Compared with SSL, TLS makes the SSL more secure as well as
make the protocol specification more precise and complete. As a result, most encrypted traffic on
the network in recent years has utilized the TLS protocol.

However, many malicious programs use encryption techniques such as TLS to encrypt network
traffic to evade detection by firewalls and intrusion detection systems, which poses new challenges
to traditional network traffic detection methods [5, 6]. The features of the Transport Layer Security
(TLS) protocol, including encrypted authentication, session key generation and management, and
multiple encryption and session resumption, can provide relevant information and characteristics
for detecting malicious encrypted traffic. Encryption and authentication can identify the authen-
ticity and integrity of transmitted data, while session key generation and management can detect
session reuse behavior in malicious activity. Multiple encryption and session resumption can help
detect forged session behavior. Based on the above statement, one can conclude that understanding
and utilizing the features of the TLS protocol is essential for detecting encrypted malicious traffic.

Recent studies have proposed encrypted traffic analysis (ETA) methods based on machine-
learning and deep learning models. These approaches have significantly improved malicious traffic
detection. For example, Niu et al. [15] proposed an approach based on adaptive online analysis to
accurately determine the families of malware by analyzing the encrypted, drift, and imbalanced
traffic streams. An improved adaptive random forest was utilized for processing new types of mal-
ware traffic, allowing for adaptive parameter updates. It also demonstrated sensitivity to malware
families with limited samples in imbalanced traffic. The experimental results showed a remarkable
achievement with a 99.66% F1-score in classifying malware families. Yang et al. [26] developed a
complete framework for encrypted traffic analysis called DEV-ETA (Detection, Explanation,
and Validation of Encrypted Traffic Analysis). The study applied the post-hoc interpretation
methods to interpret detection results and used the joint distribution of support features on the
dataset to validate the interpretation. They used an ensemble learning model to train two detection
models which resulted in an excellent precision score of 98%. Similarly, Zheng et al. [29] proposed a
graph convolutional network (GCN) based encrypted malicious traffic detection method GCN-
ETA. It fully considered the statistical features of network traffic and the structural information
between them and achieved excellent performance in the experiments with precision, AUC, and
Fl-measure over 98%.

It is important to mention here that all the aforementioned methods are focused on features of
network traffic while ignoring the importance of the features in the network traffic. For the detec-
tion of encrypted malicious traffic, it is necessary to consider the differences in feature importance
and combine several conditions. For example, for the detection of encrypted malicious traffic, the
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TLS extended combination features are more important than the features of the IP layer. Therefore,
it is often difficult for the methods to detect the encrypted malicious traffic once these methods
do not consider the weight relationship between features. Meanwhile, the manual-based feature
weight assignment is too inefficient to meet the requirements of efficient traffic detection.

In order to solve the above problems about the feature weight learning and thus further im-
proving the detection performance on encrypted malicious traffic, based on the TLS, this paper
proposes an efficient detection model based on a Multi-Headed Self-Attention mechanism called
TLS-MHSA. In the TLS-MHSA, we first use the multi-head self-attention mechanism to learn the
weight of different key features in the TLS traffic, thereby mapping different types of features to
same low-dimensional space and cross-modeling for the features in the low-dimensional space.
And then, we use a multi-head self-attention mechanism to identify highly correlated feature com-
binations, thereby constructing the key high-order features and using them in the model. The main
contributions of this paper are as follows:

(1) We propose an efficient encrypted malicious traffic detection model called TLS-MHSA based
on a multi-head autonomous attention mechanism; it detects the malicious traffic by learning
the key features in TLS traffic and automatically assigns high weights to key features.

(2) We introduce a multi-head self-attention layer to the DNN model to effectively process the
characteristics of encrypted traffic as well as make the proposed detection model more suit-
able for the application of encrypted traffic.

(3) We evaluate the proposed TLS-MHSA model using four publicly available datasets, with the
experimental results showing that the TLS-MHSA model outperforms the state-of-the-art
detection models in detection precision on these four publicly available datasets.

The rest of this paper is structured as follows. In Section 2, the related works about machine learn-
ing and deep learning in intrusion detection are introduced and critically discussed. In Section 3,
the formulation and preliminary algorithm of TLS-MHSA is presented. In Section 4, we conducted
the experiments on four publicly available datasets to evaluate the performance of the proposed
method in Section 3. Finally, conclusions and future work are drawn in Section 5.

2 RELATED WORK

Traditional intrusion detection mainly uses rule-matching algorithms to detect malicious network
attacks. However, the detection accuracy seriously depends on constructed rules. With the devel-
opment of artificial intelligence, deep learning models are gradually applied to intrusion detection.

Before applying the deep learning in network traffic anomaly detection, scholars used machine
learning methods to solve the problem of anomaly detection. For example, Anderson et al. [3]
added the features of background traffic to the algorithm model and used logistic regression as
well as 10-fold cross-validation to conduct the experiments, experimental results verified the pro-
posed method achieved the detection precision of 90.3%. Anderson and McGrew [2] developed a
supervised machine learning-based encrypted malicious traffic detection method using the TLS
handshake metadata in encrypted traffic packets; the DNS context linked to the encrypted stream
as well as other information of the features. Shekhawat et al. [18] exploited the features related
to connections, SSL, and certificate log files and obtained relatively good results compared with
previous works.

Compared with machine learning-based approaches, the use of deep learning algorithms allows
automatic feature extraction from original network traffic without complex feature processing.
Based on this advantage, some deep learning-based approaches have recently been proposed to
detect encrypted malicious traffic. Amoli et al. [1] proposed a real-time unsupervised network-
based intrusion detection system (NIDS) that uses the two independent engines without any
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prior knowledge to detect new and complex attacks in both encrypted and plaintext traffic. The
advantage of NIDS is that it is an unsupervised method and can detect unknown attacks, but it
cannot classify different types of encrypted attack traffics.

Yu et al. [28] proposed an encrypted malicious traffic detection system based on multiple
autoencoders. The system analyzed the features of encrypted protocols from the handshake
phase to the authentication phase, and extended the feature vector to higher dimensions in order
to extract the features of network traffic. The proposed system used a multilayer network of
autoencoders to extract the features and train the classification models. The experimental results
showed that this system can achieve higher detection precision and lower loss rate. However, the
weight relationship between traffic features and the different combinations of encrypted traffic
features are not considered in the system.

TSCRNN, proposed by Lin et al. [11], is a novel spatiotemporal feature-based identification
scheme for encrypted traffic. It utilizes CNN to extract abstract spatial features and introduces
stack bidirectional LSTM to learn temporal characteristics. The experimental results demonstrate
the effectiveness of TSCRNN, achieving precision rates of up to 99.4% and 95.0% in Tor/non-Tor
binary classification tasks and 16 classification tasks, respectively.

In summary, the deep learning based methods proposed in previous studies for malicious en-
crypted traffic analysis heavily rely on the domain-specific expertise provided by the humans or
directly utilize the raw traffic features, and they are unable to make judgments about the impor-
tance of the features.

Indeed the most informative features will vary depending on the deep learning model applied,
and some of these models are not intuitive. In addition, feature interactions are also difficult to
interpret when relying on human expertise. In contrast, we use a multi-head self-attention model
to automatically learn the feature weights based on TLS features and background traffic features,
thereby finding the key features and accomplishing efficient malicious encrypted traffic analysis.
The comparisons of the afore-mentioned encrypted traffic analysis detection methods are shown
in Table 1. (In the column of Automatic rate of extraction, “Low” indicates manually selecting the
features as well as using the network traffic feature dataset, “Medium” indicates manually selecting
the features, and “High” represents neither.)

3 ENCRYPTED MALICIOUS TRAFFIC DETECTION METHOD BASED ON
MULTI-HEAD SELF-ATTENTION MECHANISM

3.1 The Framework of TLS-MHSA

In this study, the TLS protocol information of malicious and benign encrypted traffic is statistically
analyzed to provide the information for constructing the model. The framework of the proposed
TLS-MHSA model is shown in Figure 1.

As is shown in Figure 1, the framework of TLS-MHSA is composed of three modules, namely
data pre-processing, model training, and traffic detection. In the pre-processing data module, the
original network traffic is structured and filtered to extract the better features. This step aims to
provide high-quality features for model training as well as reduce the interference from irrelevant
features. The extracted features are then transformed into input data for model training, ensur-
ing that the model receives the most relevant and useful information during the training process.
In the model training module, the encrypted malicious traffic detection model is constructed and
pre-trained firstly based on the multi-head self-attention mechanism. Then the structure and pa-
rameters of the model are adjusted and optimized through the evaluation results to obtain the
trained detection model. In the traffic detection module, the features of original network traffic
under test are extracted using data pre-processing module. The extracted features serves as in-
put to the TLS-MHSA model that was obtained from the model training module. And then, the
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Table 1. The Characteristics of Encrypted Traffic Detection Methods

Methods Automatic rate of extraction Detection effect Feature weight learning
Amoli et al. [1] Medium Medium No
Multi-AEs [28] Low Medium No
TSCRNN [11] Low Medium No
Stergiopoulos et al. [20] Medium High No
IARF [15] Low High No
DEV-ETA [26] Low High No
GCN-ETA [29] Medium High No
PEAN [13] Medium High Yes
E-minBatch GraphSAGE [10] Low High No
TLS-MHSA(proposed method) Medium Excellent Yes
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Fig. 1. The framework of TLS-MHSA model.

TLS-MHSA model utilizes the extracted features to perform the detection of the encrypted mali-
cious traffic, thereby obtaining the final detection results.

3.2 Data Pre-processing

Data pre-processing is an important step in data mining. It helps improve the accuracy of the model,
and also reduce the time and resources required to train the model. Thus, because the original
format of the network traffic is usually the pcap type, it is required to pre-process the original
network traffic to meet the input requirements of deep learning model. In addition, the feature
extraction operation is also performed to make the extracted features more suitable for detecting
the network traffic after encryption by TLS protocol, thereby improving the detection precision of
the TLS-MHSA model. The specific pre-processing process on encrypted network traffic is shown
in Figure 2. Firstly, the Joy tool [7] is used to parse the encrypted network traffic into .json format
for further processing. Secondly, the processed encrypted network traffic in .json format is cleaned
and filtered using a Python script to remove the irrelevant network traffic present in the dataset
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JOY Tools Python Scripts Python Scripts
Parsing TLS traffic Fllle.rmg and Extracting traffic
cleaning traffic features
PCAP File JSON File JSON File CSV File

Fig. 2. The process of pre-processing on encrypted network traffic.

and only keep the TLS-encrypted traffic. The order of pre-processed network traffic dataset is
disordered, which allows the model to have a stronger generalization ability after learning. Finally,
the features of the filtered encrypted network traffic are extracted by the Python script and then
convert these features into .csv format, which are directly used as input for the proposed TLS-
MHSA . Additionally, we apply a special process to the features of the encrypted TLS protocols. This
involves listing the TLS protocol feature variables and converting them to boolean type. We also
transform the parameters and TLS extension information in the protocol into binary form. This
process ensures that the encrypted TLS protocol features are distinct from non-encrypted protocol
features, making them more compatible with the TLS-MHSA model and enhancing overall feature
compatibility.

The utilization of Joy tool is justified by its ability to parse network packets and extract a wealth
of valuable information, including source IP addresses, destination IP addresses, port numbers,
protocol types, timestamps, and more. These kinds of information are crucial for network traffic
analysis and malicious network activities detection. [19] and [24] demonstrate the utilization of
Joy tool for pre-processing the network traffic. The Joy tool is mainly used to extract features
(such as IP address, port number, and protocol type) from raw network traffic packets and convert
the packets into JSON format. We further process the extracted features in JSON format using
a special scripts developed the team. Specifically, our approach extracts features of encryption
protocols, metadata statistics, and time intervals through scripts and integrates these features into
CSV files for subsequent modeling and training.

Based on the study of the features of TLS encryption malicious traffic [26] and the traditional
feature extraction practices [4] for traffic detection, in addition to the metadata and other fea-
tures with specific values, all features with binary states should be listed and converted into bool
type. For the use of cipher suites, the used features of TLS extension and other features are set to
1 for their vector, while the unused features are set to 0. Feature extraction can be divided into meta-
data feature selection and TLS protocol encryption traffic feature selection; they are described as
follows.

Metadata features are the features in the metadata shared by all traffic as well as the features
of traffic traditionally used for traffic detection, such as IP addresses, ports, inbound bytes and
outbound bytes, and the like. Because IP addresses are not meaningful for the identification of ma-
licious traffic in most cases and also can easily mislead the judgment of the model. The information
of all IP addresses should be removed to prevent them from participating in the feature extraction
process. In the extracted features, some metadata is only affected by the data being transmitted but
out of control of malicious attackers (such as the number of inbound bytes and outbound bytes, the
number of inbound packets and outbound packets, etc.), as well as the normal and malicious traffic
will also differ somewhat in the behaviors reflected by these metadata; therefore, these metadata
need to be saved to make them participating in feature extraction. In this study, we draw on the
traditional standard port matching identification method to contain the ports as one of the traffic
features. Considering some differences in the behavior between malicious traffic and benign traffic,
some features related to window order statistics are also considered in the feature extraction pro-
cess, where the relationship between adjacent packets is captured by the Markov transfer matrix.
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In addition to the above features, the distance of the average byte, the standard deviation of bytes,
and the entropy value of bytes are retained as the metadata of traffic to improve the detection
precision of malicious attack encrypted traffic for the model.

The features of encrypted traffic of TLS protocol mainly refer to the information fields and TLS
extension in the protocol. Based on the statistical results of this information, the cipher suites,
TLS extensions, and TLS extension-related information are extracted as the features in this study.
As an important part of the handshaking process when TLS protocol establishes a connection, the
information of TLS certificates is also valuable as the features of traffic. In addition, the non-critical
fields of TLS protocol (such as the length of the client key) are also retained as additional features
to make the extracted TLS encrypted traffic features more comprehensive, thereby enabling them
to play a better effect in the subsequent detection process.

After the extraction of features, the network traffic is saved as .csv file to make it able to be
directly used as the input of the deep learning model. The extracted features include both discrete
features (such as the category and port of TLS certificate) and continuous features (such as average
incoming and outgoing bytes and the average length of customer secret key), and the features are
represented by 0 or 1, which indicate whether the TLS extension were used or not. The relatively
sparse and high dimensional features easily make the model over-fitted and thus further lead to a
low detection rate of the model. It is therefore necessary to select the key features from the sparse
features to form a subset of features that serve as a true representation of the overall feature set
of the encrypted malicious traffic detection.

3.3 Encrypted Malicious Traffic Detection Model Construction

For the encrypted network traffic, the important information such as the payload is encrypted,
which causes only the protocol information and statistical information to be able to be used in the
detection of encrypted malicious traffic. In relation to the detection of encrypted malicious traffic,
the selection of relevant key features is very important, which promotes us to research a method
to seek for the key features in the encrypted network traffic.

To achieve this goal, the attention mechanism is often used which has been applied in the field
of image classification [12], text summarization [25], target detection [9], and recommendation
systems [27]. In 2018, Vaswani et al. [22] improved the attention mechanism and proposed
a multi-head self-attention model to model the complex dependencies between words in the
machine translation relationship; it solves the problem of over-focusing on its own position when
encoding information in the ordinary self-attention mechanism model, and combines the encoded
information in different subspaces to enhance the expressive power of the model. The success
of multi-head self-attention mechanism in these domains demonstrates its effectiveness in the
feature weighting problem. Meanwhile, we also tried various deep neural network architectures.
However, these architectures either cannot directly process time series data or require a lot of
feature engineering, which leads to the poor performance of these model. In addition, these
methods also cannot solve the feature weight problem.

In summary, we finally chose the multi-head self-attention model. The advantages of choosing
the multi-head self-attention model are as follows: (1) Through simultaneously attending to dif-
ferent aspects of the input to extract richer features, multi-head self-attention model can increase
the expressive power of the model without increasing the network depth; (2) The multi-head self-
attention model performs well in processing sequence data, which is suitable for processing the
sequence data in encrypted network traffic.

The complete structure of the proposed encrypted malicious traffic detection model is shown in
Figure 3, which contains an input layer, an embedding layer, a multi-head self-attention layer, and
an output layer. Firstly, the pre-processed traffic feature vector x is fed into the input input layer,
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Fig. 3. The structure of TLS-MHSA model.

and all features are mapped to the same low-dimensional space through the embedding layer, and
the low-dimensional vector is output. The vectors are then combined into different higher-order
features by mapping them into multiple subspaces through a multi-head self-attention mecha-
nism. Additionally, the multiple multi-head self-attention layers are stacked to obtain the multiple
feature combinations, while the effectiveness of the feature combinations is judged by attention
mechanism. Finally, the feature combination vectors obtained from the upper layer are input into
the fully connected layer to output the detection results. The details of each layer are described as
follows.

In the TLS-MHSA model, the pre-processed sparse and high-dimensional traffic features are
firstly represented as sparse vectors and transmitted to the input layer, which will connect these
features together and take them as the input of the model. The categories of the feature vectors are
given in formula 1, where A represents the total number of feature categories and x; represents
the i-th feature category. The input layer converts the input features into corresponding feature
vectors depending on the feature class, e.g., discrete features are converted into one-hot vectors.

x = [x1;x2;...x4 ] (1)

The main role of an embedding layer is to transform the sparse feature vectors into suitable
dense feature vectors for learning, because neural network is not suitable for learning large-scale
sparse vectors. The feature representations of the encrypted network traffic are obtained in the pre-
processing phase are sparse and high-dimensional, this will reduce the detection precision. There-
fore, we map these feature vectors processed by the input layer into low-dimensional space and
represent each feature with multiple low-dimensional vectors. The conversion process is shown
in formula 2, where O; represents the embedding matrix corresponding to feature type I, and x; is
the unique thermal encoding representation vector of features corresponding to feature type.

e; = O0; x; (2)
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Fig. 4. The structure of multi-head self-concentration layer.

Note that the features of malicious attack encrypted traffic detection have multiple values, such
as the TLS encrypted traffic, can support multiple cipher suites. Thus, in this study, the category
variable x; is not a one-hot vector but a multi-hot vector. Hence, we show the multi-valued fea-
ture type table S as the average of corresponding feature vectors to make the features normalized,
thereby compatible with this multi-valued input, which is shown in formula 3, where v represents
the number of multi-valued feature types, and x; represents the multi-thermal encoded represen-
tation vector of features corresponding to the multi-valued feature types.

1
ei = —0;x; ®3)
v

In addition, the malicious attack encrypted traffic detection features contain both discrete fea-
tures (such as TLS certificate class) and continuous features (such as average inbound and out-
bound bytes). In order to enable discrete and continuous features to be combined, we map con-
tinuous features into the low-dimensional dense feature vector space and represent continuous
features as the result of multiplying their feature values with their corresponding embedding vec-
tors. The continuous features can be represented in formula 4, where v, is the embedding vector
of feature type a, and x, is the scalar value.

€q = UgXq (4)

Through the above operations, the embedding layer connects the embedding vectors corre-
sponding to different feature types and also serves as the input of the multi-head self-attention
layer. That is, continuous and discrete features will be mapped to a low-dimensional space of uni-
form dimensionality, thereby allowing for the modeling of higher-order combinatorial features

The role of the multi-head self-attention layer is to capture the correlation between multi-flow
features as well as select meaningful features for higher-order combinations, and the complete
structure is shown in Figure 4. The core operation of attention mechanism is to obtain the attention
weights of feature combinations directly by some operations, and then judge the importance of
feature combinations through the weights. Then the multi-head self-attention mechanism uses
multiple groups of self-attention to process the input of the network traffic feature vector, and then
splices the processing results of all groups together for linear transformation to obtain the final
result. What’s more, we will use the feature a as an example to explain how to find the important
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higher-order features of a. The evaluation of the effectiveness of network traffic features requires
determining the correlation between multiple features, and formula 5 [22] defines the correlation
between features a and b under the attention head h.

m _ _exp (™ (ea ep))
@bt exp (SB) (eqrer))

®)

In formula 5, S is the attention scoring function, where the common dot product model shown
in formula 6 is chosen in this paper to define the relevance scores of features a and b under the

attention head h. In formula 6, Wéﬁlry s Wég both belong to the transformation matrix, and the
located dimensions of them are d’ X d, which is the transformation matrix that maps the original
embedding space R? to new space RY. And the network traffic feature vectors of x, and x; can
be represented as e, and e, respectively, which means that the feature vector is changed from the
d-dimensional space to a d’ -dimensional space. Then the feature representation of e, is updated

by formula 7.

h h
S (easen) = (Wi, €a) (Wit €5) (©)
M
h h h
= D e W ) ™)
k=1

Formula 7 describes the process of updating attention weights of feature a in subspace h by
(h)

a,b’

resented as a weighted sum of all other associated features. The dimension of W‘ﬁ};)lue is also

d’ x d. The feature E(uh) in the d’-dimensional space is a combined feature obtained by crossing
feature x, with its associated correlated features in subspace h, which representing a new com-
bined feature learned through this research method. Because there is also the possibility that a
feature involves several different feature combinations. Thus, we draw on the experience in the
transformer and expand the self-attention from one head to multiple heads using the multi-head
self-attention mechanism, thereby learning different feature crossover information from the sub-
space represented by different heads. The feature crossover results learned from different heads can
be connected together according to formula 8 together, where symbol & represents the operation
of tandem and H represents the number of heads used by multi-head attentional self-mechanism.

E=tVedl e ol ®)

guiding the combination of all associated features using coefficients '/, i.e., each feature is rep-

In order to make the model learn higher-order traffic features while retaining lower-order orig-
inal traffic features, we add the classical residual network to the multi-head self-attention layer.
The residual network and self-attention layer are combined to build the backbone network of the
TLS-MHSA model. Specifically, in the input of the model, the original features are embedded as
low-dimensional vectors and nonlinearly transformed using residual blocks. And then, the trans-
formed feature matrix is fed into the multi-head self-attention layer to learn the correlation be-
tween cross features. Finally, the obtained feature vectors are subjected to convergence and fully
connected layers, and then the residual connections are used to consider the original features and
newly learned cross features, and leave some original features. The procedure is shown in for-
mula 9, where W, is used to align the dimension of e, with e,, and ReLU () = max (0, ¢) is the
nonlinear activation function.

EReS = ReLU (Wgeseq + 24) 9)

Through the operation of the multi-head self-attention layer, the feature e, can be transformed

into a new feature representation eX¢S, which is the higher-order crossover feature corresponding
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to the original feature e, after transformation. Meanwhile, the multi-head self-attention neural
network with the residual network (composed of multi-head self-attention layers) can perform the
superposition of multiple multi-head self-attention layers to enable the learning of arbitrary-order
feature combination information, thereby constructing the encrypted network traffic detection
model.

The output layer takes a set of feature vectors {ef‘fs}j=1 output by multi-head self-attention
layer as the input, where feature vectors contain both the original encrypted network traffic fea-
tures retained in the residual module and the combined features learned through the multi-head
self-attention mechanism. The output layer is a detector consisting of a fully connected layer and
a softmax layer together. The fully connected layer maps the input feature vector into the sample
marker space R¢ through a linear transformation to obtain a vector z € RC, where C is the total
number of network traffic categories to be detected. Then, the softmax function is used for detec-
tion, and the function is shown in formula 10, where z; is the probability that the input network
traffic sample belongs to traffic category i. The softmax function can convert the multiple output
values into a probability distribution ranging from [0, 1] to 1. Next, the softmax layer outputs
the probability that the network traffic samples to be detected belong to each traffic category
and selects the network traffic category with the highest probability value as the final detection

result.
z

pe2
Softmax(z;) Z§=1 - (10)

Finally, we perform the model training by calculating the loss values to update the important
parameters in the model. The loss function used is a multi-category cross-entropy loss function,
and it is shown in formula 11, where p; denotes the probability vector of the predicted detection
results , and y; denotes the category of the actual sample labels. We also use the Adam optimizer

to optimize the model and save the model parameters after training the optimal model.

K
Loss = = ) yilog (py) (11)

i=1

Combined with the contents described above, the encrypted malicious traffic detection method
based on the multi-head self-attention mechanism is summarized in Algorithm 1. The input of this
algorithm is the .pcap format encrypted network traffic dataset X, the training parameters of epoch
and batch_size. The dataset X is divided into a training set X’ and test set X’” after pre-processing
operations such as filtering and extracting features. The training set is trained according to the
training parameters, and the training process is as follows. Firstly, the features extracted from the
training set are mapped to a low-dimensional space of the same dimension through the embedding
layer and are transformed into a low-dimensional dense feature vectors. These feature vectors are
linearly transformed into a vector representation under the attention space. Then, the correlations
between features are calculated, and the features with stronger correlations are combined into a
new cross-feature in each self-attention subspace by weighted summation after normalizing the
attention distribution. Next, the new features obtained by updating each subspace are spliced to
obtain the new combined features with the highest importance, and the original feature informa-
tion is retained through residual concatenation to learn new features further. Finally, all learned
valid features are mapped to all network traffic categories by full concatenation, and the detection
result label’ is obtained by softmax function, while the loss value between the real label and label’
is calculated as well as the model parameters are optimally updated using the Adam algorithm,
thereby obtaining the final detection model. With the trained model, the test set X’’ is detected to
obtain the final encrypted malicious traffic detection results.
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ALGORITHM 1: TLS-MHSA

Input:

.pcap dataset X, batch_size, epoch

Output:

malicious attack encrypted network traffic
1: X/, X"" = pre-processing(X);
2: for each epochin X’ do
3:  for each batch_size in X’ dataset do

4:
5

10:

11:
12:
13:
14:
15:

16:
17:

for each feature a, b in X’ dataset do
eq, ep = embedding (a, b);
/*Mapping features a and b to the same low-dimensional space through the embedding layer to
obtain low-dimensional dense vectors e, and ej */
for attention space h in attention space [1,2,...,H] do
a‘(f; = attention (eq, €p);

/* Compute the correlation a‘(lh; between feature vectors e, and ey, in a specific attention space
h by means of a multi-head attention mechanism */

Eﬁf‘) = update(aéhl)J);
/* The new feature E‘(lh) obtained by combining feature e, and feature e;, updated by weighted

summation */

e~ndf0r
Ea=tVeiPe...0l,

/* The results of the new features under each subspace are stitched together to obtain the final
new feature with the highest importance e, */
ERes = ReLU(Wgeseq + €4);
/* Use residual networks to reserve some of the original features for the next layer of learning */
end for
z = mapping( efes, L eﬁes);
/* The cross features are mapped by linear transformation to obtain a vector z € R, c is the total
number of traffic categories */
label’” = softmax (z);
/* Input the vector z to the softmax function to obtain the detection result labels */
Compare the predicted class label” with the actual class label and calculate the value of the loss
function;
Updating parameters using Adam on back propagation;
Model « model after updating the weights & biases;

18:  end for

19: end for

20: Using the best model to process X”” dataset and generate malicious attack encrypted network traffic
detection results Z

21: return Z;

4 EXPERIMENTAL RESULTS

In this section, we validate the effectiveness of TLS-MHSA on available public datasets, and analyze
the experimental results.

4.1 Experimental Dataset

This study used four publicly available datasets, namely Stratosphere, CICIDS-2018, CIRA-CIC-
DoHBrw-2020, and CICIDS2017-CTU13. To validate the proposed detection framework proposed
in this study. The datasets include:
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(1) Stratosphere: this dataset consists of malicious traffic compiled by Roques et al. [16] and
normally captured encrypted traffic from the Stratosphere IPS project [21].

(2) CICIDS-2018: this dataset consists of encrypted traffic from the CSE-CIC-IDS2018 dataset
[17].

(3) CIRA-CIC-DoHBrw-2020: this dataset consists of encrypted traffic from the CIRA-CIC-
DoHBrw-2020 dataset [14].

(4) CICIDS2017-CTU13: this dataset consists of normal encrypted traffic from the CICIDS2017
dataset [17] and malicious encrypted traffic from CTU13 [8].

In practical applications, the use of raw PCAP files from the CICIDS2017 or CTU13 datasets alone
is insufficient to meet the experimental requirements. This limitation arises from the relatively
limited number of categories present in their respective raw PCAP files. Therefore, we combine
these two datasets to create the fourth dataset.

4.2 Experimental Setup

The hardware environment for the experiment is two 20 cores and 40 threads CPUs, 128G RAM
and 2 RTX3090 GPUs, and the software environment is Win10 Professional, TensorFlow 2.4.2 , and
Python 3.7.

The parameters of the model are set as follows: the batch _size is set to 64, the number of neurons
is set to 32, the size of epochs is set to 20, and the learning rate is set to 0.001. In addition, we use
3 layers of multi-head self-attention mechanism in the model.

During the model training process, we partitioned the dataset into training dataset, validation
dataset, and test dataset with a ratio of 8:1:1. The validation dataset was used to evaluate the
performance of the model under different hyperparameter combinations. We then selected the
optimal hyperparameters. Finally, we evaluated the performance of the trained model using the
test dataset and compared the experimental results with those obtained from the validation dataset
to verify the generalization ability of the model and avoid overfitting issues.

The TLS-MHSA model was benchmarked against seven different methods for effective compar-
isons. The methods include:

(1) PEAN [13], a Packet-level End-to-end Attentive Network method for encrypted traffic clas-
sification.

(2) IARF [15], an improved adaptive random forests-based encrypted malicious network traffic
detection method.

(3) DEV-ETA [26], an interpretable detection framework for encrypted malicious network
traffic.

(4) GCN-ETA [29], an encrypted malicious network traffic detection method using graph con-
volutional neural network.

(5) E-minBatch GraphSAGE [10], an improved method based on the E-GraphSAGE algorithm
to solve the problem of attack detection in the complex industrial Internet environment.

(6) DTC [20], a decision tree-based malicious network traffic detection method.

(7) RF [18], a random forest-based encrypted network traffic detection method.

4.3 Evaluation Standards

This study used four standard evaluation metrics (shown in Table 2), namely precision, recall,
F1-measure, and AUC-ROC to evaluate the experimental results for experimental evaluation; the
definitions of the used metrics in these four-evaluation metrics are as follows. Note that these
evaluation metrics were applied in previous studies.

True Positive (TP): it indicates the number of positive samples that are correctly detected.

ACM Transactions on Privacy and Security, Vol. 26, No. 4, Article 44. Publication date: October 2023.



44:14 J. Chen et al.

Table 2. The Description of used Evaluation Metrics

Metrics Formula Description
Precision Precision = % Correctness of the detected encryption attack samples
Recall Recall = % Percentage of samples correctly detected

_ 2xPrecisionxRecall
Fy = &brecisionxRecall

e Consider the overall effectiveness of Precision and Recall together
Precision+Recall

F1-measure

1 Tp FP Area under the ROC curve
AUC-ROC  AUC = fo s (TP+FP)

True Negative (TN): it indicates the number of negative samples that are correctly detected.

False Positive (FP): it indicates the number of samples that were incorrectly detected as positive.

False Negative (FN): it indicates the number of positive samples that are incorrectly classified
as other classes.

4.4 Analysis of Experimental Results

In order to test the detection capability of the proposed TLS-MHAS model, we performed exten-
sive experiments on the datasets with seven other benchmarked techniques or models. The ex-
perimental results are presented based on the confusion matrix, which is shown in Figure 5. In
the confusion matrix, the horizontal coordinates represent the precision type of the model and
the vertical coordinates represent the true type of the data. The values on the confusion matrix
are normalized, and the diagonal lines represent the probability of correct detection by the model.
It can be seen from Figure 5(a) that the diagonal values of the proposed TLS-MHSA model in
confusion matrix are close to 95%, which shows the TLS-MHSA model has an excellent detection
performance. It can also be seen from Figure 5(b) that the overall performance of the PEAN ap-
proach is inferior to the TLS-MHSA model when dealing with smaller samples. The reason for this
phenomenon is that the byte sequence and length sequence of packets in per stream are used in the
PEAN approach, and the Transformer is used to learn the packet order relationship, which can fo-
cus on the content of the data from different perspectives, but it can not learn enough information
about the small category traffic from the byte sequence, length sequence and the order relation-
ship. It is shown in Figure 5(c) that the IARF method does not perform well in all categories when
processing fewer samples, and its overall performance is not as good as the TLS-MHSA model,
which indicates that the IARF method easily occurred overfitting in the online learning process.
Meanwhile, it can be known from Figure 5(d) that the GCN-ETA method also does not perform
as well as the TLS-MHSA model in detecting the network traffic with the types of Zeus, dreambot,
and gootkit, while GCN-ETA method has similar results on other samples with the TLS-MHSA
model. Similarly, it is shown in Figure 5(e) that the DEV-ETA method does not perform as well as
TLS-MHSA model in detecting the network traffic with the types of Zeus, dreambot, and gootkit,
which indicates that the DEV-ETA method is less capable of overfitting. In addition, it can be seen
from Figure 5(f) that the E-minBatch GraphSAGE method is not as effective as the TLS-MHSA
model in detecting network traffic in small sample types, but it is more effective in other categories,
which indicates that the E-minBatch GraphSAGE method has a larger problem in detecting small
samples. It can be seen from Figure 5(g) that the DTC method has similar drawbacks with the
DEV-ETA method. In addition, it can be seen from Figure 5(h) that the RF method is comparable to
GCN-ETA method in detecting the network traffic with the types of Zeus, dreambot, and gootkit.
It can be seen from the experimental results presented that the models that do not implement a
feature weighting learning system were able to learn or identify the relevant features in a normal
traffic and large samples of malicious traffic. Thus, they cannot effectively detect malicious traffic
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Fig. 5. The confusion matrix of eight compared methods.
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in small sample classes. Compared with them, using a multi-head self-attention mechanism in
our proposed TLS-MHSA model avoids this problem. In the TLS-MHSA model, the used multi-
head self-attention mechanism layer can better utilize the information of small-scale data through
adaptive interaction, which improves the performance of the model in the case of few samples;
In addition, the used DNN model can better handle the high-dimensional data through multilayer
nonlinear transformations, thus providing better performance in the small-sample cases. Overall,
the proposed TLS-MHSA model combines the advantages of multi-head self-attention and DNN
models to detect malicious traffic in small sample classes with better performance.

In order to verify the detection capability and stability of the proposed model, we performed
a comparative analysis with the seven methods (including PEAN, GCN-ETA, DEV-ETA, IAREF, E-
minBatch GraphSAGE, DT, RF) with our proposed methods in this experiment. Each experiment is
conducted 30 times, and the average experimental result (including Precision, Recall, F1-measure,
and AUC-ROC) on detection capability is shown in Table 3, and the stability of each model is
shown in Figure 6.

It can be seen from Table 3 that for the Stratosphere dataset, in comparison with GCN-ETA,
DEV-ETA, IARF, DT, and RF, the TLS-MHSA model improves the precision by 1.17%, 1.16%, 1.66%,
1.21%, 2.98%, 0.39%, and 1.57%; improves the recall by 1.13%, 1.03%, 1.13%, 1.22%, 4.01%, 0.40%,
0.38%; improves the F1-measure by 1.15%, 1.14%, 1.40%, 1.21%, 3.45%, 0.39%, 0.98%; and improves
the AUC-ROC by 1.61%, 2.12%, 1.72%, 1.67%, 3%, 2.02%, and 1.16%, respectively. Similar to that on
dataset Stratosphere, the TLS-MHSA model also has the highest precision, recall, F1-measure, and
AUC-ROC among the eight detection models on datasets CICIDS-2018, CICIDS2017-CTU13, and
CIC-DoHBrw-2020.

As we extract a large number of features related to TLS protocols, certificates, and cipher suites
in the feature extraction process, we can have a decent result in detection accuracy, even using or-
dinary machine learning detection models. However, due to manual feature engineering, there are
still some redundant features, while the simple machine learning models cannot avoid the inter-
ference of redundant features, thus, the RF and DT still have the lower detection effect among the
eight detection models. PEAN employs raw bytes, and length sequences as its input, and leverages
a self-attention mechanism to learn the intricate dependencies among network packets in bidirec-
tional flows. Although PEAN yields superior results compared to other approaches, it falls short in
scenarios when the sample size is limited. In contrast, the TLS- MHSA outperforms PEAN in such
contexts, owing to its ability to handle small size of network traffic effectively. The E-minBatch
GraphSAGE model has demonstrated promising detection results by incorporating edge features
such as traffic duration and packet size, as well as utilizing pre-sampling techniques on graph-
structured data. However, this algorithm faces challenges when applied to small sample detection,
resulting in inferior detection performance compared to TLS-MHSA. Combined with the structural
features of the traffic, the GCN-ETA model transforms the features into a graph structure, which
leads to that it can obtain the best detection performance in all datasets except for the proposed
TLS-MHSA model. The DEV-ETA model has the third best detection performance on all datasets
as it uses an interpretable analytical framework that focuses more on internal details and can op-
timize the detection effect through interpretation and validation. The detection performance of
IARF model is weaker compared to our method because it relies on online learning of network
traffic features. This makes the IARF model more susceptible to errors in weight updates, resulting
in the model moving in the wrong direction and residual errors. As a result, the final detection
results are not satisfactory.

Compared with these seven methods, the proposed TLS-MHSA model achieves the best detec-
tion results on all datasets and significantly outperforms the other seven detection models on all
four evaluation metrics. It is attributed to the following three reasons:
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Table 3. Comparison of Eight Malicious Attack Encrypted Traffic Detection Methods

Models Datasets Precision (%) Recall (%)  Fl-measure (%) AUC-ROC (%)
TLS-MHSA  Stratosphere 99.16 + 0.05 99.16 + 0.04 99.16 +£ 0.04 99.61 + 0.10
CICIDS-2018 99.56 + 0.05 99.14 + 0.03 99.35 £ 0.03 99.74 + 0.01
CIC-DoHBrw-2020 95.83 + 0.05 94.85 + 0.04 93.00 + 0.02 96.07 + 0.01
CICIDS2017-CTU13 94.40 + 0.13 94.88 + 0.23 94.64 + 0.31  99.82 + 0.01
PEAN Stratosphere 97.99 + 0.10 98.03 +0.19 98.01 +0.14  98.00 + 0.14
CICIDS-2018 97.42 £0.02 98.27 £ 0.01 97.84 + 0.01 98.08 £ 0.16
CIC-DoHBrw-2020 93.31 +0.03 9241 +0.18 92.84 +0.10 92.50 = 0.02
CICIDS2017-CTU13 92.04 + 0.02 92.89 + 0.02 92.46 + 0.02 93.75 £ 0.05
GCN-ETA  Stratosphere 98.00 + 1.00 98.13 +0.99 98.02+0.97  97.49 +0.24
CICIDS-2018 97.92 £ 0.02 98.17 = 0.01 98.05 + 0.01 97.88 £ 0.29
CIC-DoHBrw-2020 93.92 +0.03 9292 +0.18 93.42 + 0.03  92.20 + 0.02
CICIDS2017-CTU13 92.44 + 0.02 92.57 £ 0.02 92.50 £ 0.02 93.75 £ 0.10
E-minBatch Stratosphere 97.50 + 0.94 98.03 +0.96 97.76 + 0.95  97.89 + 0.20
-GraphSAGE CICIDS-2018 96.22 £ 0.08 96.17 £ 0.06 96.19 £+ 0.07 96.43 £ 0.16
CIC-DoHBrw-2020 93.51 + 0.03 92.34 £ 0.18 92.92 + 0.03 92.20 £ 0.02
CICIDS2017-CTU13 92.44 + 0.02 92.57 £ 0.02 92.50 + 0.02 93.75 £ 0.10
DEV-ETA  Stratosphere 97.95 + 0.42 97.94 + 042 97.95 +0.42  97.94 + 0.58
CICIDS-2018 97.87 £ 0.02 97.88 £ 0.03 97.88 = 0.02 98.81 = 0.02
CIC-DoHBrw-2020 92.20 £+ 0.02 91.63 + 0.03 91.91 + 0.02 95.58 £ 0.03
CICIDS2017-CTU13 93.75 + 0.10 94.68 + 0.08 94.21 + 0.06 94.87 £ 0.01
IARF Stratosphere 96.18 £ 0.39 9515+ 0.70 9571+ 055  96.61 + 0.65
CICIDS-2018 95.87 £ 0.02 94.34 + 0.32 95.10 £ 0.17 93.81 £ 0.03
CIC-DoHBrw-2020 91.87 £ 0.03 91.86 + 0.03 91.87 + 0.03 93.80 £ 0.02
CICIDS2017-CTU13 92.87 +£ 0.02 92.86 + 0.03 92.87 + 0.03 93.75 + 0.03
DT Stratosphere 98.77 £ 0.01 98.76 + 0.01 98.77 + 0.02  97.59 + 0.04
CICIDS-2018 95.88 £0.02 94.44 + 0.32 95.15 £ 0.16 96.61 £+ 0.65
CIC-DoHBrw-2020 90.87 +0.02 91.87 £ 0.02 91.37 &+ 0.02 92.81 £ 0.02
CICIDS2017-CTU13 91.87 +£ 0.02 90.87 + 0.03 91.36 &+ 0.02 91.81 £ 0.02
RF Stratosphere 97.59 + 0.04 98.78 + 0.04 98.18 + 0.04  98.45+0.49
CICIDS-2018 97.01 £ 0.04 96.85 £ 0.05 96.87 £ 0.05 98.27 £ 0.03
CIC-DoHBrw-2020 92.20 + 0.02 91.62 + 0.03 91.91 + 0.02 95.38 £ 0.02
CICIDS2017-CTU13 90.87 + 0.03 91.87 + 0.03 91.37 + 0.02 93.80 £ 0.02

(1) The multi-head self-attention mechanism has the ability to automatically learn the key fea-

tures, which can provide more effective features for the training of the model.
(2) The focus on key features can reduce the false positive caused by overfitting.

(3) In the pre-processing stage of our TLS-MHSA model, we extracted comprehensive features
that are closely related to encrypted malicious traffic, enabling the TLS-MHSA model to
select highly relevant features from them. Additionally, compared to seven other methods,
the standard deviation of performance metrics for the TLS-MHSA model is the smallest,
indicating that the TLS-MHSA model has the highest reliability.

It can be seen from Figure 6 that compared with the PEAN, GCN-ETA, DEV-ETA, E-minBatch
GraphSAGE, IARF, DT, and RF models, most of the precision, recall, F1-measure , and AUC-ROC
of the TLS-MHSA model are higher, and there are no outliers in the experimental data of the TLS-
MHSA model. In addition, the interquartile ranges (the box length) of the TLS-MHSA model are
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Fig. 6. The stability of eight compared methods.

apparently the least, which means that the detection efficiency of the TLS-MHSA model is more
stable. It can be seen in Figure 6(a) that the precision of the box-line plot demonstrates that the
stability of the precision of the TLS-MHSA model is the highest among all compared models, and
the TLS-MHSA model has no outlier in all datasets. In contrast, in the Stratosphere dataset, GCN-
ETA and IARF models exhibit significant fluctuations, while PEAN, DT, E-minBatch GraphSAGE,
and RF exhibit stability, but with lower accuracy values compared to TLS-MHSA. Finally, the DEV-
ETA model shows some outliers.

Based on the graph in Figure 6(b), the recall of IARF on the Stratosphere dataset is unstable.
This is because the results are obtained using an online learning model, which is susceptible to
errors in weight updates. If a weight update error occurs at a certain point, subsequent weight
updates may continue to be incorrect, which leads the model gradually close to the wrong direc-
tion and introducing residuals, thereby exhibiting high volatility. This is the reason why IARF
exhibits lower stability compared to TLS-MHSA. On the other hand, PEAN, DT, and RF are rela-
tively stable, but their average values are lower than that of the TLS-MHSA model, while DEV-ETA
still exhibits a considerable number of outliers. The same issue is also present in the other three
datasets. Figure 6(c) and Figure 6(d) also show that the TLS-MHSA is the most stable model in
these eight compared models and has the highest AUC-ROC and F1-measure without any out-
liers. PEAN is the most stable model in terms of F1-measure and AUC-ROC, second only to the
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TLS-MHSA model, as it utilizes the raw byte or length sequence, which contain a considerable
amount of information and are less prone to fluctuations. The large fluctuations in the values of
the detection metrics of GCN-ETA on all datasets are because this model uses only five stream
features of TCP streams as features of graph structure edges, which are susceptible to individual
extreme values. E-minBatch GraphSAGE uses the AGG aggregation function to aggregate edge
information of the graph structure, making it more stable than GCN-ETA. The IARF model also
has large fluctuations in the values of the detection metrics on all datasets because this model is an
online learning algorithm and easily fluctuates during the learning process. Compared with these
models, using a multi-head self-attention mechanism in the TLS-MHSA model can learn the key
features of encrypted traffic and provide more effective features for the detection process. Thus,
our proposed TLS-MHSA model can accurately identify and analyze multiple types of encryption
attack traffic, thus achieving a huge improvement in detection efficiency.

In summary, a large number of experimental results demonstrate that after extracting com-
prehensive features of encrypted attack network traffic using our pre-processing method, the
TLS-MHSA model is able to use these features to further construct a high-quality feature combina-
tion through multi-head self-attention mechanism, which makes the model have higher precision
and relatively stable identification performance compared with the other seven detection models.
Therefore, the comparison of experimental performance evaluation can prove that the use of a
multi-head self-attention mechanism in the TLS-MHSA model has more substantial effectiveness.

5 CONCLUSION AND FUTURE WORK

In this paper, we presented a detailed introduction to our encrypted malicious traffic detection
model, which is based on a multi-head self-attention mechanism and is called TLS-MHSA. First,
we use the Joy tool to extract the features of a complete TLS encrypted traffic and the Python
scripts to filter the features that are not relevant to the detection of encrypted malicious traffic,
thereby improving the detection efficiency. Then we obtain the multiple feature combinations by
stacking multiple self-attention layers and enhance the detection efficiency by judging the effec-
tiveness of the feature combinations through the attention mechanism, thereby obtaining the most
important new feature combinations. Meanwhile, we optimize the parameters and the structure
of the detection model by continuously pre-training it with training and test datasets to obtain
the best detection model. We also conduct extensive experiments to verify the efficiency of the
proposed TLS-MHSA model for malicious encrypted traffic detection in terms of precision, recall,
F1-measure, and AUC-ROC. The experimental results show that the proposed TLS-MHSA model
can detect encrypted malicious network traffic with high stability and more accurately.

Although the proposed TLS-MHSA model achieves good detection results, it also has some short-
comings too that need to be overcome in the future:

(1) The encrypted traffic dataset used in this study is based on TLS v1.2 protocol, but the de-
tection efficiency of the TLS-MHSA model on the datasets based on TLS v1.3 protocol may
decline. Therefore, it is necessary to develop a new encrypted malicious traffic detection
model for the network traffic based on TLS v1.3 protocol.

(2) There is also some room for further optimizing the feature weight learning and feature in-
teraction capabilities of the multi-head self-attention-based model, thereby making it can
adapt to the increasingly complex and changing encrypted malicious traffic.
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