Yet Another Traffic Classifier:
A Masked Autoencoder Based Traffic Transformer
with Multi-Level Flow Representation
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Rule-based method:
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ML-based method:
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—A&DL-based method:
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1. Multi-level flow representation (MFR)
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2.Masked autoencoder (MAE)
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Pre-training method:
NLP: 4NBERT > traffic bytest#/DERZERVhigh-level semantic units
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MFR building method:
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Traffic transformer:

1.Embedding:
HIEIMFRANEAREZ patches
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2.Packet-level Attention
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3.Flow-level Attention
x_r=Pooling (x_p" )
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X_MFR =Pooling (x_c)
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Fine-tuning:

Leg = H(y,y)
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CICloT2022_MFR, ISCXTor2016_MFR,

ISCXVPN2016_MFR, USTC-TFC2016_MFR, Cross-Platform dataset (42 Ei5)l| %K)
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Pre-training batch size: 512, total step: 150000
Base learning rate: 1e-3, mask ratio: 90%
Fine-tuning optimizer: AdamW, epoch: 200,
Base learning rate: 2e-3, batch size: 64

EEEET R
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EiRAER:
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Bsm X EBPythonhk4s(3.8->3.11) »

f_Lepochs2#
TS REE pcapiE N E R MFRE / IH5E
ISCXVPN_2016 ISCXTor2016 USTC-TFC2016 CiCloT2022_ MFR
Acc 0.9545 0.9313 0.9562 0.9518
F1 0.9536 0.9316 0.9557 0.9517




BIHIRIR:

CPU: Intel(R) Xeon(R) Gold 5218 CPU @ 2.30GHz
GPU: Quadro RTX6000/RTX 8000

RAM: 396GB

OS: Debian(Linux 6.1.0-29-amd64)

Python 3.11.2
numpy 2.3.3
sympy 1.14.0
scipy 1.16.2

torch 2.8.0
torchvision 0.23.0
scikit-learn 1.7.2




